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Disclosure

This template is Copyright © 2010 by The Workgroup for Electronic Data Interchange (WEDI)
and the Data Interchange Standards Association (DISA), on behalf of the Accredited Standards
Committee (ASC) X12. All rights reserved. It may be freely redistributed in its entirety provided
that this copyright notice is not removed. It may not be sold for profit or used in commercial
documents without the written permission of the copyright holder. This document is provided “as
is” without any express or implied warranty. Note that the copyright on the underlying ASC X12
Standards is held by DISA on behalf of ASC X12. 2011 © Companion Guide copyright by
CSRA.

The information in this document is subject to change. Changes will be posted via the NCTracks
website located at https://www.nctracks.nc.gov/content/public/providers/provider-trading-

partners.html.
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Preface

Companion Guides (CG) may contain two types of data, instructions for electronic
communications with the publishing entity (Trading Partner Information) and supplemental
information for creating transactions for the publishing entity while ensuring compliance with the
associated ASC X12 Implementation Guide (IG) (Transaction Instructions). Either the Trading
Partner Information component or the Transaction Instruction component must be included in
every Companion Guide. The components may be published as separate documents or as a
single document.

The Communications/Connectivity component is included in the Companion Guide when the
publishing entity wants to convey the information needed to commence and maintain
communication exchange.

The Transaction Instruction component is included in the Companion Guide when the publishing
entity wants to clarify the 1G instructions for submission of specific electronic transactions. The
Transaction Instruction component content is limited by ASC X12’s copyrights and Fair Use
statement.
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1. Introduction

1.1 PURPOSE

This document is intended to provide information from the author of this guide to Trading
Partners to give them the information they need to exchange Electronic Data Interchange (EDI)
data with the author. This includes information about registration, certification, connectivity, and
support, and specific information about control record setup.

1.2 SCOPE

This Trading Partner Information Companion Guide is intended as a resource to assist
providers, clearinghouses, service bureaus, and all other trading partners of the North Carolina
Division of Health Benefits (DHB), Division of Mental Health (DMH), Division of Public Health
(DPH), and Office of Rural Health and Community Care (ORHCC) in successfully conducting
EDI of administrative health care transactions using NCTracks, the multi-payer system
supporting these payers. This document provides instructions for enrolling as an NCTracks
Trading Partner, obtaining technical assistance, initiating and maintaining connectivity, sending
and receiving files, testing, and other related information. This document does not provide
detailed data specifications, which are published separately by the industry committees
responsible for their creation and maintenance.

1.3 OVERVIEW

This guide provides communications-related information that a Trading Partner needs to enroll
as a Trading Partner, obtain support, format the ISA and GS envelopes, submit tests, and
exchange production transactions with NCTracks.

Providers who are not enrolled in NCTracks cannot enroll as Trading Partners until registered
and credentialed with NCTracks. Please contact NCTracks Enrollment at
1-800-688-6696 or visit the following website:

https://www.nctracks.nc.gov/content/public/providers/provider-enrollment.html

1.4 REFERENCES

The NCTracks website contains links to all forms and related information for enroliment as a
Trading Partner. Refer to http://www.nctracks.nc.gov/index.html for additional information and a
variety of useful quick links such as FAQs, enrollment instructions, and complete set of
companion guides on NCTracks.

For NCTracks Health Insurance Portability and Accountability Act (HIPAA) Companion Guides,
please visit the following website. Transaction companion guides are also available within the
Trading Partner Testing Portal, which is a self-service EDI test site for NCTracks trading
partners.

http://www.nctracks.nc.qgov/provider/quides/index.html

For NCTracks trading partner enrollment information, please visit the following website:

https://www.nctracks.nc.gov/provider/providerEnrollment/
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2. Getting Started

2.1 WORKING TOGETHER

NCTracks Support Services Contact Information
Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

Website: http://www.nctracks.nc.gov/provider/index.html

EDI Technical Assistance
Phone: 1-800-688-6696, option #1

Email: NCMMIS EDI SUPPORT@csra.com

Website: http://www.nctracks.nc.gov/provider/index.html

Companion Guides: http://www.nctracks.nc.gov/provider/quides/index.html

Provider/Trading Partner Enroliment
Currently Enrolled Provider (CEP), Billing Agent Enrollment:

Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

Website: https://www.nctracks.nc.gov/provider/providerEnroliment/

NCTracks Enrollment:
Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

https://www.nctracks.nc.qgov/content/public/providers/provider-enrollment.html

2.2 TRADING PARTNER REGISTRATION

2.2.1 Trading Partner/Providers Enrollment

An EDI Trading Partner is any entity (provider, billing service, software vendor, employer group,
financial institution, clearinghouse, etc.) that transmits electronic data to or receives electronic
data from another entity.

Trading Partner registration, which includes electronic signature of the Trading Partner
Agreement (TPA) and generation of the Transaction Supplier Number (TSN), is an online
process, and the instructions are provided in this document. Clearinghouses, service bureaus,
trading partners, billing agents, and other entities that intend to exchange electronic transactions
with NCTracks must sign the TPA and be enrolled into NCTracks.
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Successful enrollment is required before proceeding with exchange of EDI data.
Currently Enrolled Provider (CEP), Billing Agent Enroliment:

Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

Website: https://www.nctracks.nc.gov/provider/providerEnrollment/

NCTracks Enrollment:
Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

https://www.nctracks.nc.qov/content/public/providers/provider-enrollment.html

Please note that all entities should obtain NCID (North Carolina Identity Management)
credentials before enrolling into NCTracks. For information on obtaining NCID credentials,
please refer to the following websites:

NCID Registration: https://ncid.nc.gov

NCID FAQs: https://www.ncid.its.state.nc.us/NCID FAQZ2.asp

2.2.2 User Provisioning and Mailbox Creation Steps

Any users registered and provisioned in the Billing Agent application on or before June 24, 2013
will automatically be provisioned into NCTracks and their mailboxes will be created before
Go-Live.

Trading Partners can provision themselves to submit their files via MovelT/FTP-Batch and
Council for Affordable Quality Healthcare Committee on Operating Rules for Information
Exchange (CAQH CORE) methodologies. Following are the steps for those Trading Partners
(clearinghouses, billing agents, etc.) who will be provisioning themselves after July 1, 2013.
These steps are usually performed by the office administrator or user administrator. Users
whose NCIDs are provisioned to submit or receive X12 transactions will have their own
individual mailboxes.

2.2.2.1 New User Setup Instructions

This series of web pages allows the office administrator or user administrator to create a new
user in the NCTracks application.

Step 1:
Log in to https://www.nctracks.nc.qov.

Enter your NCID and Password and click the Log In button.
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Provider Portal Login AA

The NCTracks Web Portal contains information that is private and confidential,

Only users of legal age or with parental consent authorized by the North Carolina Medicaid Management Information Systems
(MC MMIS) may utilize or access NCTracks Web Portal for approved purposes. Any unauthorized use, inappropriate use, or
disclosure of this system or any information contained therein is prohibited and may result in revocation of access and/for
legal action, If you are not an authorized individual, this private and confidential information is not intended for you, If you
are not authorized to access this content, please click 'Cancel'.

MC MMIS retains the right to moniton record, distribute, or review any user's electronic activity, files, data, or messages, any
evidence of illegal or actionshle activity may be disclosed to law enforcement officials,

By continuing, you agree that you are authorized to access confidential eligibility, enrollment and other health insurance
coverage information. Please read mare in our Legal and Privacy Policy pages.

YOUR ACCOUNT
® All users are required to have an MCID to log in to secure areas.
® Passwords are case-sensitive. Please ensure your Caps Lock key is off,

User ID (NCID): Password:
Faorgot Login Forgot Passward

|3 Log In | |Clear | Cancel

portal-jwap-trunk-10060-14974
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Step 2:

The page in this step determines whether the user you are creating is an owner/managed
relationship user. Select No and click the Next button if you are not creating an owner/managed
relationship user.

@ NCTracks - New User Setup - Windows Internet Explorer =
@\J - |ﬁ https://int.nctracks.com/DirectConnect/Admin/UserWizard ] |&,| x | \ Starthlow o~

Eile Edit View Favorites Tools Help

q:: Favorites {.; ] Encrypting-Decrypting a S... g Suggested Sites v @1 Web Slice Gallery IS How to Set Up SSLon IS 7...

5 NCTracks - New User Setup | %iov B v [ & v Bagev Ssfetyv Took~ @@w

= ~

& Welcome, fred smith. (Log out) el

P rovider PD rtal Eligibility = Prior Approval = Claims Referra( Adi Payment Trading Partner | Code Search Consent Forms

+ Home } User Administration } New User Setup

New User Setup & AA | Hep
¥ indicates = required field Legend -

Welcome to the NCTracks User Administration New User Setup. This is a simple four step process for adding a New User to your NCTracks Administration Account. This Setup allows
Office Administrators/User Administrators to easily set up new accounts for users that have an NCID and email within an organization. The Office Administrator/User Administrator
can assign Provider Groups and roles for each user being added.

You may begin adding a new user here:

2
STEP 1 OF 4- NEW USER ASSIGNED AN ELECTRONIC PIN? £
® A PIN allows a user to submit secure forms in the NCTracks Provider Portal. E
® Once you have completed the information below, click 'Next' to continue.
# Is the New User an owner, or do they have a managing relationship with the Administration Account NPIT?
© Yes © No
+
Next »

Clear || Cancel

About Privacy Accessibility Browser Support

idle timer re/init at 3:2:11 pm portal: pong
portal-jwap-trunk- 10045- 13854
stop clock running :1314

& Intemet | Protected Mede: On 3 v ®100% v

=T EleElElel e zlE =l l=]
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If you are creating an owner/managed relationship user, select Yes and select the
Owner/Managing Employee from the drop-down field. Click the Next button.

{& NCTracks - New User Setup - Windows Internet Explorer =)
@U' [ https:/int.nctracks.com/DirectConnect/Admin/UserWizard - & [4]x][© stortvow » -]

Eile Edit View Favorites Tools Help

i Favorites | 5l @) Encrypting-Decrypting a S... @ Suggested Sites v f] Web Slice Gallery v JI5 How to Set Up S5Lon IS 7.

| NCTracks - New User Setup L] Ly B) v & v Pagew Safetyw Tookw @v

=

i Welcome, fred smith. (Log out)

Provider Portal Eligibility | Prior Approval | Claims Referral Administration = Payment Trading Partner | Code Search | ConsentForms

* Home » User Administration » New User Setup

New User Setup & AA | Hep

# indicates 2 required field Legend -~

Welcome to the NCTracks User Administration Mew User Setup. This is a simple four step process for adding a New User to your NCTracks Administration Account. This Setup allows
Office Administrators/User Administrators to easily set up new accounts for users that have an NCID and email within an organization. The Office Administrator/User Administrator
can assign Provider Groups and roles for each user being added.

You may begin adding a new user here:
2 E
STEP 1 OF 4- NEW USER ASSIGNED AN ELECTROMIC PIN? N
® A PIN allows a user to submit secure forms in the NCTracks Provider Portal.
® Once you have completed the information below, click 'Next' to continue.
% Is the New User an owner, or do they have a managing relationship with the Administration Account NPI?
@ Yes © No
@ Select the applicable owner/managing employee from the list populated below. Upon submission, the PIN will be sent to the email specified on 'Step 2'.
® Click 'Next' to continue setting up the New User.
Owner/Managing Employee: Choose hd
WYNETTE , TAMIE S: xooexx-4548 N
Next » I
Clear || Cancel
About  Leaal Erivscy  Accessibility

@ Internet | Protected Mode: On fg v ®M100% v
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Step 3:

At a minimum, enter all the required data elements for the page. When entering the User ID
(which is an NCID), click the Validate button to ensure the NCID is valid. The system will
populate the Email field with the email address that was used when the NCID was created.
Click the Next button.

& NCTracks - New User Setup - Windows Internet Explorer =]
@Q - |ﬁ https://int.nctracks.com/DirectConnect/Admin/UserWizard A | |"f| x | ‘ StartNow o -
Eile Edit View Favorites Tools Help
o Favorites % @] Encrypting-Decrypting a S.. @ Suggested Sites v jg| Web Slice Gallery v 115 How to Set Up SSLon IS 7...
_|{f;' NCTracks - New User Setup ‘7‘ 1 I ~ [ @ v Pagev Safety~v Took<v @w

& Welcome, fred smith. (Log out)

|

Provider Portal i i Payment | Trading Partner | Code Search ~Consent Forms

+ Home } User Administration } New User Setup

New User Setup & AA | e
% indicates = required fisld Legend -
2
STEP 2 OF 4- CREATE A MEW USER N
® Complete or modify required information.
® Enter the "NCID' and click 'Validate’ to populate the email address on record with NCID. A new email address may be entered after the NCID is validated.
*A User Administrator has access to the NCTracks User Administration Site, and can add, maintain, and delete General Users.
% Last Name: WYNETTE % First Name: TAMIE =
Middle Initial: S Suffix:  Choose +
s Email: Phone #: |(000) 000-0000 ext.
# User ID (NCID): | Validate | Get NCID * User Type: Choose -
Y
{t Previous Next 1

Clear || Cancel

Accessibility Contact Us

idle timer re/init at 3:15:24 pm portal: pong

portal-jwap- trunk-10045- 13854
stop clock running :1796

: v 8 -
Done_ & Internet | Protected Mode: On B L 100%
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Step 4.

Select a Provider Group from the Available Groups list on the left side of the page, and click the
Add button to add the group to the Selected Groups list on the right side. The Selected Groups
list contains the selected Provider Groups for the user you are creating. A Provider Group
contains the National Provider Identifiers (NPIs) for which the user can bill. To view the NPIs in
a Provider Group, select the group from the Selected Groups list and click the Show Assigned
Groups Legend button. A list of all the NPIs in the selected group will display in the Group
Legend field.

After selecting all the Provider Groups for the user, click the Next button.

- e e, Tresd smith
Provider Parta Ebgibdny  (Prior Appeovel  Claims  Relerrsl  AGTESVRNOR  Peymest  Tradeg Paraer  Code Leasch  Consenl Fodm
" Home b User Adrmselea e ® M
Mew User Setup = ah
- dsiatad & tiguerad bl Legeand
gt | tabchatma A0 ) to do bussness
- o
-
Clmmn —") Empty I
Clamrres Baibih
Eligesdty il A
Elpelnbity Bapich -
Peaw Annigned Growsga Legend
i ——y
I Previo sl

Clear Cancel

el Efely Fiwl A0 JD22:5F D POTLAC pong

:.'n:.p nl::-:l;lr.mn; 1797 .

= = i Inberre | Frodected Mode Ge = BN v g
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Step 5:

Select a role from the Available Roles list on the left side of the page, and click the Add button
to add the role to the Assigned Roles list on the right side. The Assigned Roles list contains the
roles that the user can perform in the Provider Portal, for the user you are creating. To view an
explanation of each role, select a role from the Assigned Roles list and click the Show
Assigned Role Legend button. A list of all the roles will display in the Roles Legend field.

After selecting all the roles for the user, click the Submit button.

= W e, Teed amith
Provider Porta Ebgiliny P Bppeewal  Claims  Belervel  Admeonon  Peyrest  Trodeg Pareer  Code Seasch  Consent Foimm
B HOme b e Al Falsn 8 Mew llsss Selup
New User Setup & aA
B odciates o iegesad fald Legend -
Sror d oF 4 - AS5IGH ACCESS BOLES TO THE HEW Uste
* Select the access roa(s] from the avadable robes for thes Mew User [Estclalms10)
& Chcl "Subanlt” when you afe feady 1o SOUVEDR B lew Uied you Buies cradbisg
w5 Bights ket Leg
. ® s -
Chasck Recipsent Elgubdidy - Bl p Empty !
Clinrres Bt T
Clsafve A AN
Elguhebity Blaichy
X o§ Erwurer
Show Ausigned Role Legend
¢ Eamrve AL

I PRy [l bemr b demanh gl gl §hon Ramm Linar "

Clear  Cancel

e Cmer Pafnut at 3226230 pm  portalz pong
siop clock ruwng 11797

Dong g Intermat | Frotected Mode: O = HIN% =

i,
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This page displays the results of the New User Setup. The User NCID was added as a user.

Provider Portal Ebginlny Pl Appervel  Clams  Relerrsl  AORESVRGIS  Pevest  Tradieg Pamaer  Code Leasch  Conseml Fodma

" Home t UFser Adersevica lsn ® User Mainienand @

Uzer Maintenance

v Added the User NCID; Esbolainas 1

Laat Mame:
Ui 1D (W10
Prowvader Group:  Cheose

Prass tha Mew Usar Satup button balow to bagen addng 3 Maw User
g Linar Sptup ]

Ernaal;

Usar Status:  Choose =

i It | Frotected Mode Gn

@, Tredd smith

& Al

Legend

Use the following search oniteria bo find a User. User profiles can be updated by choosng & mow from the results kst by cholang User 1D [HCID) bk 1o Continse

I Seaich Chrai

fa = H100%
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2.2.2.2 User Maintenance Setup Instructions
This series of web pages allows the office administrator or user administrator to change a user’s
demographic information, Provider Groups, and roles for the Provider Portal.

Step 1:
This page allows you to search for a user to change their data or go the New User Setup pages.

i Welcoma, fred smith

Provider Porta Ebgiiny  PriodAgpeevel  Clams  Relerrsl  ADTESSAEGOR  Peymest  Tradeg Parmer  Code Search  Consenl Forms

= Home ¢ User A resesiraisgn B ilser

User Maintenance & ahA

- L Legend ¥

CEARCE CRITERIA

Upe the following pesrch criteria to find 2 User, User profiles can be updated by chooming 2 row from the results st by clicking User [0 [NCIDY) nk. to conttines

Ladl Haired Erfusl:
Usasr 1D (MO0} Usar Stakus: Cheoie -
Provider Group:  Choots -
l Sesrcn | Ciear .
Hiw i
Praee tha New Usar Satup Button balow to Bagen sddng 5 Maw Lser
Heirer Liior Stogy

afls bmer ra/irt at 3=30:58 pm  portal: pong

stop chock rurveng 11798

Come i rbemat | Protected Mode: O fa v R0 +
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You can search for a user by entering one or more of the Search Criteria data elements and
clicking the Search button. If you leave the Search Criteria blank and click the Search button,

all users will display.

=a, fred smith

Provider Porta

8 Hofne b Uaed Adirseilralein B ass Mainlenan @

User Maintenance

Last Naffes
User I [MCOID):  patelasia B0
Provadar Group:  Chiose

Umae 10 (RCTD) R
HEw
Prass tha Mew User Setup Bulton balow to Bagn addng 3
b Lipad St

P

Use the following sesrch criberis bo find & User, User profiles can be updated by

A

Legend -

| sesrcn | gseur

chcoaang 3 row from the results bt by cholang User 10 [MCID] bnk to condirue
Ernad:
Usar Stakus:  Cheaie -
Und REatie Belmissl e eien i ( dant
Bk MO

i Intarnm | Profectad Medr: Gn

ig e IO *
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Step 2:
After searching for a user, select the User ID (NCID) found in the Search Results grid to go to
the Edit User page.

On the Edit User page, you can change the user's demographic information found at the top of
the page. You can also change the Provider Groups and roles assigned to the user.

The PIN Management grid allows you to determine if the NPI assigned to the user is PIN
worthy, meaning you can disable or enable the NPI for PIN checking when submitting a
Provider Application. The PIN Management grid displays the NPIs/Atypical IDs assigned to the
user. If you enable the PIN for this NPI/Atypical ID, then during the submission of a Provider
Application a request will be made to the user to enter their PIN. If you disable the PIN, then no
request for a PIN will be made during the submission of the Provider Application.

A Provider Application can be found in the Provider Portal and is based on an NPI/Atypical ID.

After you have made your changes to the user’s information, click the Save button.

Frovider Porta

Edit User
- Iuialme & b wdl fruld
L 1D [CID):  tsteladms 0 LU Typa: Ganaral Lipar = W U SEabud Artnw
W Last Hame:  sidddd w Fusk Name: 844
Midddle I Gufs:  (hooss
o Emal:  passisiicec con Phors &)
ML Alypicall 10 inable PIH
& WO
st Foug. i
i hE Wil O K &
= "
Cmager b, Rt prirl Ebspbaldy a A3 Clinfvel

Clasire Bk = i Clasrra Codle Sapch " Clasives Babch

gty L = [ ol AR Cmre Sulme

Eluplsbty Batrh Lo L Elpiaity Batch -

FIT o prye—

g Rz
i Remowe
B
|
Doy i Irtemet | Profected Mode On AT HINE =
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Step 3:
This page displays the results of the Edit User. The user was updated.

Provider Porta

User Maintenance = Ak
[ e | — -
Submizsion Confinmation
Upslated the User NCID: tstclalms 10
[
i this follawing search critevia to Bnd 3 User, User profies can b updated by choadang & row from the results kst by choling User 1D [HCID) bl 1o Comtis
Lagt Mame: Ernad;
Ui §D [baCID): Linar Status:  Chooss -
Provader Groip:  Cheose -
[Bauren |[ oo
*
WUnaer G0 {RCID) Hame Email Unrr Skatus A mirsslrabice & coant
1 8 8844 SUEE = Erad ]
Prass the Mew LUser Satup bulfon below to Bagin adding & Maw User
Hrwr Liiar Satug
Comg, g Intarmat | Frotected Mode: O i * HIO% =

2.2.2.3 User Role Setup Instructions
This series of web pages allows the office administrator or user administrator to create roles for
existing users in the NCTracks application.

Step 1:
Log in to https://www.nctracks.nc.gov.

Enter your NCID and Password and click the Log In button.
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Provider Portal Login AA

The NCTracks Web Portal contains information that is private and confidential,

Only users of legal age or with parental consent authorized by the North Carolina Medicaid Management Information Systems
(MC MMIS) may utilize or access NCTracks Web Portal for approved purposes. Any unauthorized use, inappropriate use, or
disclosure of this system or any information contained therein is prohibited and may result in revocation of access and/for
legal action, If you are not an authorized individual, this private and confidential information is not intended for you, If you
are not authorized to access this content, please click 'Cancel'.

MC MMIS retains the right to moniton record, distribute, or review any user's electronic activity, files, data, or messages, any
evidence of illegal or actionshle activity may be disclosed to law enforcement officials,

By continuing, you agree that you are authorized to access confidential eligibility, enrollment and other health insurance
coverage information. Please read mare in our Legal and Privacy Policy pages.

YOUR ACCOUNT

® All users are required to have an MCID to log in to secure areas.

® Passwords are case-sensitive. Please ensure your Caps Lock key is off,

User ID (NCID): Password:
Faorgot Login Forgot Passward

|3 Log In | |Clear | Cancel

portal-jwap-trunk-10060-14974

Step 2:
Select the Trading Partner menu and select the Manage Transaction for User menu option.

I & ik Contrat lsve Trackiny % ) €3 Provider Portal

« C @ https//bstr.nctracks.com/n:

Apps () imported & Hudson ) CFM-Home (G Sk Centrak Reports | * _eTFS Codes- AlD.. |7 CSRNon-CORL- All.. () Vivek's Blog: Appyi.. [ How to renew / ress.

Provider Portal PriorApproval  Claims  Referral  Code Search  Envoliment  Admimistrafion | Trading Partner

Message Center for BSTR BAOA

Announcements

Jorct Avumstanons | Ewvowiuin |

s Provider User Status and
< Training Administration| Management st ik
- J
.
’ Inbox NC DHHS News °
Provider Status Message Date

evascriptmmis.noop()

L PE-MICZWOETM pf | ek o *l 15 e W # show all downloads., X
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Step 3:

The User Name drop-down field displays a list of all users, by first name and last name, working

under the office administrator or user administrator. Select the User Name whose user role will
need to be updated.

G S Centaticee ek %) 13 User TSN Roles - NCTrach x

€ - C @ nttpsy/bstr.nctracks.com al/UserT
! apps [ Impoted 2 Hudson | CFM - Home

IS

€TES Codes - AllD...

entrat Reports

CSR Non-CORL - AL () Vivek's Bog: Apply. [ How to renesw / reiss..

@ Welcome, BAOA BSTR. (Log
User TSN Roles Eugibity  PriocApproval  Clsims | Referral | Code Search  Encoliment Administration | Trading Partner  Puymest  ConsentForms | Training
+ Hom

Trading Partner User Roles

Taanno Partwes Usen Roe

User Name: [-- Selact One -- v

BAOA BSTR

B oEMCWTMp T B

# Showsidoaniceds. X

Step 4:

The Trading Partner User Roles screen displays a list of Transactions and the Transaction
Types assigned to the Trading Partner. The office administrator or user administrator can select
user roles based on MovelT/FTP-Batch and CAQH CORE methodologies. Click the Update
button in the bottom right corner to save the selections.

G S Centaticee ek %) 13 User TSN Roles - NCTrach x

« C 8 nttpsy/bstr.nctracks.com/nemimisPortal T
£ Apps [ Imported. 2 Hodson

S =

CFM - Home (B Silk Centrak Reports [ _eTES Codes - AllD...

CSRNon-CORL - AR [ Vivek's Blog: Applyi.. ] How to renew / reis..

& Welcome, BAOA BSTR. (Log out

User TSN Roles EMgibiity  Prioc Approval  Claims | Referral | Code Search | Envolment  Administration | Trading Partner  Paymeat  Consent Forms | Training
» Home

Trading Partner User Roles

User Name: |BAOA BSTR
TS: [BA FOR BSTR-BAOA - LOAS 7]
-- Select One --
[ITSTIUNNN BA FOR BSTR BAOA_L0A0_________ MoveIT/FTP - Batch Cagicoes
Batch Real Time

Elgibiity 270 v . .
276 v v v
27 . N WA
820 L4 L4 N/A
834 . WA WA
835 v L NA
8370 2 WA WA
s 2 WA WA
837 . NA WA
TAL L4 NA NA

upaate

idie timer re/init 3t 4:59:49 pm portal: pong
potta 327-22051

B oEMCWTMpd " &

# showsidoaniceds. X
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2.2.3 Requirements for Electronic Data Interchange

An EDI Trading Partner is any entity (provider, billing service, software vendor, employer group,
financial institution, clearinghouse, etc.) that transmits electronic data to or receives electronic
data from another entity. For information about available NCTracks Access Methods, refer to
Section 4.2, Communication Protocols.

Prior to establishing electronic access with NCTracks, any entity that plans to exchange
electronic data with NCTracks must obtain a TSN through the enroliment process described in
Section 2.2.1, Trading Partner/Providers Enrollment. A TSN is used to identify a submitter. A
TSN may also be used in conjunction with an NPI/API to set up electronic routing of Remittance
Advices. In addition to obtaining a TSN, all Trading Partners are also required to go through the
certification process outlined in Section 3, Testing and Certification Requirements.

2.2.4 Supported Transactions

NCTracks supports several HIPAA-compliant electronic health care transactions. The following
table lists the inbound and outbound 5010 transactions supported by NCTracks. NCTracks does
not support any of the 4010 transactions or the National Council for Prescription Drug Programs
(NCPDP) 5.1 transactions. NCTracks supports processing of both Fee For Service and
Encounter claims.

Dire Routed
Respo e Respo e
Request Batch Real-time Batch Only
270 F-FILE, TA1, 999, GS99, TAL, 999, 271 | N/A
271
276 F-FILE, TA1, 999, GS99, TA1L, 999, 277 | N/A
277
834l F-FILE, TA1, 999 N/A N/A
8340
820
837I F-FILE, TA1, 999 GS99, TA1,999, 835, 277P (only for Pended
u277 claims)
837P F-FILE, TA1, 999 GS99, TA1,999, 835, 277P (only for Pended
uz277 claims)
837D F-FILE, TA1, 999 GS99, TA1,999, 835, 277P (only for Pended
u277 claims)
NCPDP N/A GS99; NCPDP D.O NCPDP D.0 responses, 835
(B1, B2, B3, E1, N1, N2,
N3)
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3. Testing and Certification Requirements

3.1 TESTING REQUIREMENTS

The NCTracks Trading Partner Testing Portal enables Trading Partners to conduct self-service
testing of inbound EDI transactions. Sample outbound transaction files are also available for
testing.

3.1.1 NCTracks Trading Partner Testing Portal — Enrollment and Access

The NCTracks Trading Partner Testing Portal (through the Ramp Management Tool) is provided
to enable NCTracks trading partners to independently test inbound batch EDI transactions in a
self-service environment. The Trading Partner Agreement (TPA) must be signed in the Trading
Partner Testing Portal before submitting the test transactions.

Test transactions submitted to the NCTracks Trading Partner Testing Portal undergo
compliance level validation and certain specific NCTracks validations relative to X12
compliance. The Trading Partner Testing Portal is designed to lead a trading partner through
the required steps to receive certification to submit EDI transactions. These steps are defined in
a program for each transaction the trading partner intends to submit.

3.1.2 NCTracks Trading Partner Testing Portal — Supported Transactions

The NCTracks Trading Partner Testing Portal supports testing and certification of the following
5010 X12 inbound transactions:

e 270 — Eligibility Inquiry

e 276 — Claims Status Request

e 834l — Benefit Enrollment and Maintenance

e 8371 — 837 Institutional claim

e 837P — 837 Professional claim

e 837D — 837 Dental claim

Note: Switch vendors who submit NCPDP transactions will not go through the certification

process. Additionally, after being certified, Trading Partners will not be submitting these
transactions into any NCTracks test regions.

3.1.3 NCTracks Trading Partner Testing Portal — Outbound Transactions
Outbound transactions are not supported through the NCTracks Trading Partner Testing Portal.
This includes the 271, 277, 820, 834 outbound, and 835 transactions.

However, NCTracks will provide a sample X12 file for trading partners to download and perform
testing of their software using NCTracks-generated outbound transactions. The sample file will
contain generic data and will not be customized for a given trading partner or provider. There
will not be any further validation or certification process on any of the outbound transactions.

December 2018 18



NC DHHS NCTracks Companion Guide
Trading Partner Information ASCX12N005010

3.1.4 NCTracks Trading Partner Testing Portal — Availability and Support
The NCTracks Trading Partner Testing Portal is a self-service portal, so it is generally available
for testing at all times.

Support will be available during normal business hours, from 9:00 a.m. to 5:00 p.m. EST, by
calling the NCTracks EDI Support Team at 1-800-688-6696, option #1 or emailing at
NCMMIS_EDI_SUPPORT@csgov.com.

3.2 CERTIFICATION REQUIREMENTS

NCTracks certifies transaction compliance and requires certification from any external entity to
submit inbound X12 transactions. The NCTracks Trading Partner Testing Portal is designed to
lead a trading partner through the required steps to receive certification to submit EDI
transactions. These steps are defined in a program for each transaction the trading partner
intends to submit.

o Trading Partners will receive an invite with a logon ID and password via email from the
Trading Partner Testing Portal.

o Trading Partners will download the TPA, sign, and upload the TPA to the Trading Partner
Testing Portal.

o Trading Partners will sign up for the programs (transactions) for which they need
certification.

o Trading Partners will submit test transactions into the Trading Partner Testing Portal to
be validated for compliance checking and NCTracks rules.

o Trading Partners can log issues using the Ramp Management (RM) tool or can call or
email the CSRA EDI Support helpdesk.

o After Trading Partners are certified in RM, they will have the opportunity to submit the
surveys associated with the program.

o For Trading Partners who had received the original invite to participate in the certification
process but did not enroll or complete the process, periodic reminder emails will be sent
by the NCTracks EDI team.

The NCTracks Trading Partner Testing Portal provides the trading partner with the instructions
for completing all of these steps and tracks the trading partner’s progress within the programs
they are performing. The self-service testing tool also provides instructions for logging any
issues using the Trading Partner Testing Portal, as well as instructions for calling or emailing the
CSRA EDI Support helpdesk.
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3.3 SAMPLE INVITE FROM TRADING PARTNER CERTIFICATION

Bubject: Welcome to the MCTracks Trading Partner Testing Community!

Dear[%rading Partner,

Test Trading Partner arganization has been invited to the MCTracks Trading Partner Testing Community.

The Community provides aweb-based validation tool for you to test transaction compliance with the
specifications of MCTracks Testing Portal.

Ve welcome yvou to take adwvantage of this service today. Below you will find a link to the web site and
yvourusername and password to log on and begin testing.

URL: https://sites. edifecs.com/?nctracks
c (based upon last name. first name)
Password: (initial password is system generated)

If you have any questions. please feel free to contact us at RNCMMMIS_EDI_supporti@cocsc. com or
1 866_ 844 1113 - Option #3. We look forward to hearing from you.

Sincerely.

MCTracks Testing Portal
MCMMIS_EDI_support@csc.com
1.866.844 1113 - Option #3
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4. Connectivity / Communications

4.1 TRANSMISSION ADMINISTRATIVE PROCEDURES

Production transmissions must use the appropriate indicator to be directed to the correct
environment. For details about available NCTracks Access Methods, refer to Section 4.2,
Communication Protocols.

4.1.1 Retransmission Procedures

In the event of an interrupted communications session, the Trading Partner only needs to
reconnect and initiate their file transfer as they normally do.

If a file fails the preadjudication process, errors must be corrected before retransmission. It is
recommended that transmitted files that were rejected be assigned new Interchange, Group,
and Transaction Control Numbers.

4.2 COMMUNICATION PROTOCOLS

The following communication methods are available for the exchange of electronic transactions
with NCTracks, also known as NCTracks Access Methods:

e Secure FTP Batch Submissions

e NCTracks Provider Portal Batch Submissions
e CPU-to-CPU Real-time Submissions

e NCTracks Provider Portal Direct Data Entry

¢ CAQH-CORE Phase Il and Phase llI

4.2.1 Secure FTP and HTTP

This section provides guidance and information to NCTracks business partners that need to
establish a data exchange process with the NCTracks claims processing system of the North
Carolina Department of Health and Human Services (NC DHHS). NCTracks has deployed a
Managed File Transfer (MFT) system based on the Ipswitch, Inc. MovelT Family of secure file
processing, storage, and transfer products. The MFT system provides secure business-to-
business file transfers with secure Internet-based file transfer capabilities.

Exchanging information with NCTracks can be accomplished using different tools and
procedures and is dependent on the business partner’s current capabilities. Physical
connectivity is accomplished via the Internet.

There are three data exchange protocols available to business partners:

1. Secure File Transfer Protocol (SFTP)
2. File Transfer Protocol Secure Implicit (FTPS)

3. File Transfer Protocol Secure Explicit (FTPES)
Providers, clearinghouses, service bureaus, and all other trading partners of the North Carolina

DHB, DMH, DPH, and ORHCC also have the ability to exchange data with NCTracks via the
Hypertext Transfer Protocol Secure (HTTPS) protocol.
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A secure File Transfer Protocol (FTP) is the standard process for batch authorization
transmissions. Secure FTP allows users to transfer files from their computers directly to
NCTracks. HTTPS and secure FTP sessions are done strictly via an internet connection.

NCTracks supports the secure exchange of data with external organizations using HTTPS and
secure FTP. The NCTracks FTP servers support the SSH File Transfer Protocol (SFTP-3) and
SSL-based FTP (Implicit and Explicit) with compression (zlib) for the secure transfer of
production data files. The client software that transmits data from NCTracks to external systems
uses the SSL or SH-2 and SFTP-3.

4.2.1.1 Transport Encryption

During transport, the NCTracks MFT system uses SSL or SSH to encrypt communications. The
strength of the encryption used during SSL-based web transport FTPS is 128-bit or 256-bit.
SFTP supports both 128- and 256-bit encryption.

4.2.1.1.1 Encryption Algorithms
The NCTracks MFT system supports the following encryption algorithms:

e AES256-cbc

e AES128-cbc

o twofish256-chc

o twofish128-cbc

o twofish-cbc

o blowfish-cbc

e 3DES-cbc (also known as “triple-DES”)

4.2.1.1.2 Hash Algorithms
The NCTracks MFT system supports the following (keyed) hash algorithms:

¢ HMAC-MD5

¢ HMAC-SHAl

« HMAC-MD5-96
« HMAC-SHA1-96

4.2.1.1.3 Compression Algorithms
The NCTracks MFT system supports the following compression algorithms:

e none
e zIlib (also known as “gzip”)

4.2.1.1.4 Storage Encryption

The NCTracks MFT system stores all files on disk using Federal Information Processing
Standard (FIPS) 140-2 validated 256-bit Advanced Encryption Standard (AES). The NCTracks
MFT system also overwrites just-deleted files with random bytes to prevent encrypted files from
lingering on a physical disk after users have deleted them.
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4.2.1.1.5 Integrity Checking

When certain file transfer clients are used with the NCTracks MFT system, the integrity of
transferred files will be confirmed. All NCTracks MFT system secure FTP and web-based clients
(including the upload/download Wizard) support integrity checking.

4.2.1.2 User ID and Password

Trading Partners will use their respective NCID and Password to log in to the FTP website. The
NCID must be provisioned in NCTracks before files are sent through the FTP website.

If a user attempts to sign on to a valid account with an incorrect password more than three
times, their account will be locked out and administrators will be notified via email. Account
lockout lasts 60 minutes.

4.2.1.3 File Naming Standards

Trading Partners must follow the file naming standards listed in this section when submitting
inbound X12 transaction files into the “IN” folder of their mailboxes. If the files do not follow
these standards, they will be rejected and placed on the “Reject” folder within their respective
mailboxes. There are no specific file naming standards for inbound transactions other than the
exceptions noted below.

Naming Standards for Inbound Transactions

File Extensions not Accepted

*.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.dll, *.exe, *.hlp, *.hta, *.inf, *.ins, *.isp, *.js,
* jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.ocx, *.pcd, *.pif, *.pot, *.reg, *.scr, *.sct,
*.shb, *.shs, *.sys, *.url, *.vb, *.vbe, *.vbs, *.wsc, *.wsf, *.wsh

Disallowed Special Characters on File Names
Hyphen (-), asterisk (*), question mark (?)

Duplicate File Names

Files with the same naming convention (duplicate file names) are not allowed within the 30-day
period from initial submission. The files submitted by users will be stored on MovelT for the
30-day period. After 30 days, the files will be purged and archived. Users can submit the
duplicate file names after the files are purged from MovelT.

Zip Files
Submitters can also send in zipped files; however, only one file per zip file is allowed. If more
than one file is part of the zip file, the zip file will be rejected.

Deletion of Submitted Files

After an input file submission is done, the submitter will not be able to delete the input file from
MovelT.

Naming Standards for Outbound Transactions
The following is the naming convention standard for outbound transactions:

[R/F]-[Mailbox ID]-[Timestamp]-[File ID]-[Provider Number]-[Transaction Type]-ISA-0001-.X12

Example:
R-BXA12345-140628112722-1417900000000022FF-1234567890-5T-ISA-00001-.x12
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Node Name # of Characters Description
R/F 1 R: Response
F: File
Mailbox ID 8 Alphanumeric characters
Timestamp 12 Timestamp format: YYMMDDHHMMSS
File ID 18 Alphanumeric characters; last 2 characters are always FF
Provider Number Upto 10 NPI or Atypical ID
Transaction Type 2 01 =TAl1l
02 = F-File
03 =999
5A =820
5E =834
5R = 277P
5T =835
09 = 277
10=271
ISA-0001 8 This a static value that will be present for all transactions.

4.2.1.4 Supported Clients

NCTracks MFT uses the Ipswitch MovelT DMZ product as its FTP server. Ipswitch has tested
MovelT DMZ against and fully supports a large number of secure FTP clients using FTP over
SSL and SSH. See Appendix A for a complete listing.

Connectivity troubleshooting and/or configuration parameter assistance will be limited with FTP
clients. NCTracks does not procure and/or provide licensing for any FTP client. The decision to
procure a particular FTP client is the responsibility of the trading partner.

4.2.1.5 Data Exchange Protocols

4.2.1.5.1 SFTP
NCTracks MFTP SFTP uses SSH Protocol 2 and SCP2 only. A client will not be able to connect
using only Protocol 1 or SCP (SCP1), and all Terminal sessions will be denied access.

SFTP

IP Address 12.204.168.65
URL ftp2.nctracks.nc.gov
Port 22

Exhibit 4-1. SFTP Protocol Information

42152 FTPS
FTPS requires multiple port numbers during file transfers, as each individual file transfer creates
a new connection on a new port.

FTPS

IP Address 12.204.168.65

URL ftp2.nctracks.nc.gov
Control Port 990

Data Ports 3000-3003

Exhibit 4-2. FTPS Protocol Information
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4.2.1.5.3 FTPES
FTPES requires multiple port numbers during file transfers, as each individual file transfer
creates a new connection on a new port.

IP Address 12.204.168.65

URL ftp2.nctracks.nc.qov
Control Port 21

Data Ports 3000-3003

Exhibit 4-3. FTPES Protocol Information

42154 HTTPS

IP 12.204.168.64
URL www.nctracks.nc.gov/xfr
Port 443

Note: This protocol is accessible only by providers, clearinghouses, service bureaus, and other trading partners
that have been provisioned by NCTracks and have valid NCIDs.

Exhibit 4-4. HTTPS Protocol Information

4.2.1.6 FTP Supported Commands
The NCTracks MFT system supports the following FTP commands.

Command Comments

USER username username indicates the UID to be checked in the NCTracks user database.

PASS password password indicates the NCTracks password to be checked in the NCTracks user
database.

AUTH type Starts secure communication for the specified security type: TLS-C or TLS-P.

FEAT Returns the feature set supported, specifically, AUTH, PROT, and PBSZ.

PROT type Sets the data connection protection type. For TLS-C security, the PROT command is
required to enable security on the data channel.

PBSZ size Sets the protection buffer size for encryption. Included for compatibility; the size is never
checked.

CLNT name version Sets the FTP client name and version for logging purposes.

LIST Obtains a directory listing, with date, size, and file name in a format compatible with
Microsoft's FTP server. Any command arguments beginning with *-" are ignored.

NLST Obtains a bare directory listing.

RETR fileID Downloads a file, first checking that the current user has read access to the file. The fileID

can be a complete file name, including an embedded fileID. NCTracks MFT FTP will
extract the fileID. When unique file names are enforced for a folder, the file name can be
used in place of the ID.

STOR filename Uploads a file. The NCTracks MFT system will create a new filelD and return it in the 226
response.
APPE filename Appends a file. This command is supported only for resuming file transfers. The

NCTracks MFT system will create a new filelD, copy the old partial file and append new
data, and return it in the 226 response.

CD ~ Changes current directory to the user’s default (not home) directory.
CWD directory Changes current directory. See below.

MKD directory Creates a directory, if the user has permission to do so.

RMD directory Deletes a directory, if the user has permission to do so.

DELE fileID Deletes the file, if the user has permission to delete it.
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Command Comments

RNFR filelD Changes the original file name associated with a filelD, if the user has permission to
modify it.

RNTO filename Changes the original file name associated with a filelD, if the user has permission to
modify it.

REST skipcount Sets the byte skip count for a subsequent RETR or STOR command. For RETR, the

NCTracks MFT system will skip the first “skipcount” number of bytes in the downloaded
file. For STOR, the NCTracks MFT system will copy the first “skipcount” number of bytes
from the destination file to a new file and then append the transmitted bytes.

SIZE filename Reports the size in bytes of the named file, the same number returned in a directory list.

MODE type Sets the mode in which data is to be transferred via the data connection: S for Stream
Mode or Z for Zip compression mode.

SYST Reports the system type. The returned string indicates compatibility with the Microsoft
Windows FTP server.

HELP Displays a list of commands.

PORT Initiates an active data connection.

Note: The NCTracks MFT system is configured to allow only passive connections; this
command will be refused.

PASV Initiates a passive connection. This command is used by some FTP clients to
accommodate firewalls that do not allow an FTP server to initiate TCP data connections.

QUIT Quits the session.
Exhibit 4-5. FTP Commands

4.2.1.7 FTP Integrity Check Commands
NCTracks MFT FTP supports the following commands for the purposes of integrity checking:

Command Comments

INTEGRITY type Enables integrity checking on STOR and RETR. For type L, use “lump mode” data
stream, which compresses data on the fly, and include an SHA1 hash of the file for
integrity verification. For type H, “hash mode,” the data stream is standard, and the client
is responsible for checking the SHA1 hash for integrity verification. Type N turns integrity

checking off.
XSHAL1 filename Returns the SHA1 hash of the file named, usually the most recently transferred file.
HASH OK/BAD Notifies NCTracks MFT FTP, after a STOR or RETR, that the client has verified the file
SHAL.

Exhibit 4-6. FTP Integrity Check Commands

4.2.1.8 FTP Nontraditional Commands and Unsupported Commands
NCTracks MFT FTP supports the following commands in a nontraditional way.

Command Comments

TYPE Il or A Implements the ASCII and binary commands. Not supported; all transfers are binary. (In
other words, NCTracks MFT DMZ does not automatically add/strip carriage returns or
perform other character manipulation.) Contact NCTracks support if this is a concern.

Exhibit 4-7. FTP Nontraditional Commands

NCTracks MFT FTP does not support the following commands:

e ACCT
e SMNT
e REIN

e STOU
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¢ ALLO
¢ ABOR
o SITE

4.2.1.9 Directory View Differences Between Browser Session and FTP Session

Each user’s “default folder” is their mailbox. When using FTPS or SFTP, the user’s default
folder, also known as the mailbox folder, will become their root folder when they sign on through
the FTPS or SFTP interfaces. The only files and folders the user will be able to see in the
default folder will be those transactions that are provisioned to the user (if the user is not
provisioned for a transaction, they will not see that folder in their mailbox). Users have
permission to copy, move, download, and delete files; these options are located at the bottom of
the Response screen. Please remember to download the file before deleting. Contact EDI
Technical Assistance if a file is deleted in error (refer to Section 2.1, Working Together for
contact information).

In the following examples, the same directory structure is shown as is seen via a browser and a
secure FTP session. Users can retrieve outbound transactions from the Response folder. The
999, TA1, F-File, 271, and 277 will be located inside the Response folder. Also, within the
Response folder, there will be subfolders for 835, 277P, 820, and 8340 (not all users will have
all the folders listed in the following example).

Browser Session
/[mailbox]/[env1]/in

Secure FTP Session
/env1]/in
| J / Home/ Provider/ BXA12345/ prd/ Response/
Find File/Folder:

» Folders and Files

Name File ID Created Size/Contents Creator # ‘& Actions
ﬂ?‘ Parent Folder

7/15/2014 9:58:07

= & 83 343040
(3834 113439404 AM 1
A G820 113385510 ?J15J2014 9:57:46 1
AM
= B /15/20 157%
] @ 277e ifaaa  AAAIA0IAnIZ 2
AM
[l G835 1gamtyg 2SI 2
AM
R-BXA12345-140628114722-1417900000000210FF-03-1SA-0001-.x12 112722589 ?313:‘2‘]14 7:08:51 1KB 0001 Central - %
& AM S
R-BXA12345-140619122356-1417000000001340FF-03-I1SA-0001-.x12 110554792  7/4/2014 8:26:34 AM 1KB 0001 Central =P _De\et»:—»-‘
L] R Download
R-BXA12345-140607101338-1415800000000157FF-03-I1SA-0001-.x12 107333403 ?522,’2\]14 7:02:05 1KB 0001 Central -3 :D»e\&téi-‘
& AM _— Dow
Select Files:  All - New - Old - None @ Add Folder (@ Add Virtual) - Permissions and Settings
Select Folders: All - Empty - Not Empty - None
Selected File/Folder ~
Perform Aeffon: | ¥ Delete ‘ l Copy ‘ l Move l ‘ J Download

Copy/Move OptidRS: T Folder:

Advanced Copyfvexe-Qntigns >
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4.2.2 NCTracks Provider Portal — Batch X12 Submissions

NCTracks provides a web-based application that is customized to allow the entry and
submission of all 5010 NCTracks inbound X12 transactions.

The requirements for using the Provider portal include:

e A TSN and Certification Statement, which should be obtained prior to enroliment
o Internet Explorer 8 and above or compatible browser

¢ Internet browser that supports 128-bit encryption and cookies

e Minimum connection speed of 56K

e An accessible email address

The following transactions can be submitted and corresponding responses presented through
the NCTracks Provider portal:

e 270/271 — Eligibility Benefit Inquiry and Response

e 276/277 — Claim Status Request and Response

e 837 — Dental, Professional, and Institutional Claims

e 834l — Benefit Enroliment and Maintenance

This feature allows Trading Partners to submit an X12 batch file that contains inbound
transactions. Trading Partners will be given a menu option to submit batch EDI transmissions
through the Provider portal as shown below. The MovelT system is an FTP and Web hybrid that
supports Web browsers and secure FTP clients for the secure submission of batch files over
encrypted connections using the HTTPS, FTPS, or SFTP protocols.

When this functionality is used, the transactions will be processed in batch mode and not real
time. The TA1, F-File, and 999 responses to these batch transactions will vary based on the
transaction volume per file, First In First Out (FIFO), system/CPU load, and other NCTracks
processing priorities.

Steps for Batch Submissions Through the NCTracks Portal
Step 1:
Log in to https://www.nctracks.nc.gov.

Enter your NCID and Password and click the Log In button.
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Provider Portal Login

The NCTracks Web Portal contains infarmation that is private and confidential,

Only users of legal age or with parentsl consent suthorized by the Morth Carolina Medicaid Management Information Systems
(MG MMIS) may utilize or access NCTracks Web Portal for approved purposes, Any unauthorized Use, inappropriate use, or
disclosure of this system or any information contained therein is prohibited and may result in revocation of sccess andy/or
legal action. If you are not an authorized individual, this private and confidential information is not intended for you. If you
sre not authorized to access this content, please click 'Gancel'.

MC MMIS retains the right to moniton, record, distribute, or review any user's electronic activity, files, data, or messages. any
evidence of illegal or actionable activity may be disclosed to law enforcemsnt officials.

By continuing, you agree that you are authorized to access confidential eligibility, enrollment and other health insurance
coverage infarmation. Please read more in our Legal and Privscy Policy pages.

Vour Account
e 4l users are required to have an MCID to log in to secure areas.

® passwords are case-sensitive, Please ensure your Caps Lock key is off,

User ID {NCID): Rassword:
Eorgot Login Eorgot Password

Step 2:
Select the Providers option.

Home: Providers Recipients Operations

Providers '

MNCTracks facilitates provider enrollment and

Provider Announcements

Provider Enrollment
consoclidates claims processing activities for multiple

Provider Pol =, Manuals and
i . DHHS health plans. The secure provider portal allows
Endelines i " " NCTracks Secure Portal
- prowviders to manage changss, update records, chack
Pharmacy Services Access the securs NCTracks
recipient eligibility, obtain pricr approwvals, and submit Portal

r ty asked "
fequentiy Ackediguestions claims induding pharmacy claims. Providers can also

Trading Partner Information participate in web-based tutorials, register for class j 17

Quick Links

(% Department of Health and
Human Services

seminars and request site wisits

g Pt
cit 20 (7 Division of Health Service
Regulation
sl doris = person envolled &1 Provider Announcements (% Division of Mental Health
+i.» eervidet s 2 PETS L
- y o
o=y (Hanel i North Carolina Medicaid Preferred Drusg List :ﬁ;gslih:tg;nf; [:Zi:l‘t'gs
T e e May 7, 2010 DM& established 2 N.C. Medicaid Preferred Drug List (PDL) on March 15, 2010, Samvices
services in Marth Caralinat read on ®
[ Division of Public Health
Prior Authorization for Brand Name Statins and Zetia %] Division of Medical
Dec 8, 2009 The prior authorization requirement for Brand Name Statins and Zetia scheduled to Assistance
begin on .. read on © 7 Office of Rural Health and
Cormmunity Care
New Reguirements for Anticonvulsants £ Brovider Generic Dispensing
Fhhoa e Dec 4, 2009 Effective with dates of service of December 8, 2009, the N.C. Medicaid Outpatient Eate (FDF 258 KB)
Fharmacy ... read on ®

Learn more about Prier Approval
for North Carclina prescriptions

all snnouncements &
) Y

N
LT
- Al

St ond 4
Currently Enrolled Providers
MCTracks registration for legacy
medicaid providers
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Step 3:
Select the Trading Partner option.

Provider Portal Elgbiity Prior Approval  Claims Referral  Code Soarch  Envolimend  Administration  Payment

Trading Partner  Conwent Forma
* Home |

]strmuu |
Message Center for [N Subscoption Preferences | @  AA

Announcements Yore Annguncement Quick Links
v

SOIVICes, » >

ronidential trastenent facdty sorvices
i
‘, This change was made for the deeno group C o oF Pubibe beglt

| Provider User | Status and i (ioalh Chack
Training || Administration| Management SSNC/CA (Manaued Gace

! J

Step 4.
Select the Batch Transfer option.

Provider Portal Eligbitty  Prior Approval  Clhsms  Referral  Code Search  Envolimest  Administrtion Payment

» Home |

Tradina Pariner  Consent Forms

Message Center for [N g 8 AA | He
Announcements More Ancgquncements  Quick Links
Date: Jul 27, 2012 12:00:00 AM ——— e
July 27, 2042, upd DMA a MAan 5ot

This change was made for the damo group

| WocouJoroce Avmmsiamons | Essousint |
" Provider User Status and a (et Chack
Training | Administration | Management
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Step 5:
This step will take users to the MovelT tool, which manages file transfers. For information on
installation of the Upload/Download Wizard, refer to Appendix B.

Signed onta NCTracks File Transfer Dev a5 provider-YSARENA4@CSC.COM (provider), My Account | Sign Out
0 Harne
< Logs

» .
Install the Upload/Download Wizard

Need Help?

@ ouline Manual It is recommendsd that you install the Upload,/Download Wizard, 2 browser add-on that allows you to:

@ 1ech Support * Transfer files faster

® Transfer files greater than 2GB

* Transfer multiple files at once

* Perform automatic integrity chedking to ensure file non-repudiation

* Compress/ncompress data an the fly

Al time and dats stamps » Add files via drag-and-drop

displayed on this site
are GMT -4, except The Jawa version of the Upload/Download Wizard requires Sun Java 1.5,
time and date starmps

recorded during standard

fime (GMT -5, - Install and Enahle the Upload/Download Wizard (Java)

~ DR ~

# Disable the Wiizard
/ Disable the Wizard (o #is session o

5J 1 you disable the Upload/Download Wizard or are unable o install it, you can re-enable or try re-installing through your My Account page,

Step 6:
Click the Home button to go to the Trading Partner’s mailbox.

%5 v [ F5Dymamic Weteap W NCTracks Managed Fi.. x IR B o v Pagev Sefetyv Tocksw G+

Usars Mall Bax
t’ Home L

s ff“ ) /Home/ Provided/ BXV12345/

Neod Help? Go To fobder: S v 1 60.To Faker

© Tach oot

* Folders and Files

tama Croate) e/ Contents Cragtor a & Artians
2 Ry
[~

51152014 11:33:51 AM 3@ 0
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Step 7:
This step involves the following three folders:

e In — Users will drop or upload the X12 inbound transactions into this folder (270, 837,
276, 834l).

e Response — Users can retrieve outbound transactions from this folder. The 999, TA1,
F-File, 271, and 277 will be located inside the Response folder. Within the Response
folder, there will also be subfolders for 835, 277P, 820, and 8340.

e Reject — This folder contains any files that did not follow certain naming rules, zip files,
and files with invalid extensions as outlined in Section 4.2.1.3, File Naming Standards.

23 7| O F5Dymamic Weteop W NCTracks Managed Fi.. T i S R R S

Managed File Transfer

Sigoad onto NCTracks Naaoged File Transfer 3 User Exporienca (2_usaf). San Ot
® yme
@ Faders oy .
D oo @ /Home/ Provider/ BXV12345/ PRD/
Beod Help? Go Yo fobder:  f I 1 Go To Fakter
© Luch supmen

* Folders and Files

Cragtad Sizw/Contents & & Artions

Selected FiefFolder Actions:

Farform Ao Cogy 4 Domnas

CogyMave Ophons: T

o Folder: |/ Hame f Prowdar / B0/12345 /1 PRD ! In| »|
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Step 8:
Click the “In” hyperlink for uploading an X12 file.

27 [ Fs Dyamic Webtop W NCTracks Mansged Fi... %

o &) / Home/ Provider/ BXV12345/ PRD/

Pieed Help? Go Yo Fobder: | | =1 | @ coToFaker
© Tach supea
* Folders and Files

darme C
R Farack Fold
e

Al ime ond dote stomps

dh d on this ske

S/15/20t4 11:33:30 aM

5115/2014 11:39:22

S/15/201¢ 11:30:0¢ AM

Select Foiders: Al - Emgty - gt Empey - Nooe

Selected Fie/ Folder Actions:
Forform Adoa: Copy 4 Dambias

Cogy/Mave Qpions: To

+ | Hame f Provder § B/12345 1 PRD ! In[»]

L ced CogyiMng QuEions >

4

&

U]

va-

v Pagev Sefetyw Tockv G+ 7

A & Actions
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Step 9:
Click the “Launch the Upload/Download Wizard” hyperlink. Click the Add File button to add the
appropriate file.

| i v Pagev Seberyv Toshe e

2217 | O Fs omanscwebin W HCTracks Veraged Mla T... X |3

Syymed orm HCTracks Managed Fle Transier s User Experisde [2_usar], S0 Out
® me
D Fudars L) .
@ 103 @ /Home/ Provider/ BX\VV12345/ PRD/ In/
teed Help? o To Fokder: | ! CHE
* Fol nd Fil Gavic i Pieace o e T
olders and Files II'EE? Plse et s b b
;x]":lr;:;m(j"l:: 3:—}:4 8 Eaent Fokler T __JMFM
There a0 a0 Tes o flers o M fedor. | Fhes T [T 1
* Upload Files Now...
User Quota Info: 0 KB of 2000 NB y=ed, (0%) 3 Pt > Conced I

[ ] g et B e o e e r IS e
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Step 10:
Click the Next button. The file is added to the “In” folder.

P v Bl - ) v Pagev Swfetyv Tochv e

@ 1om @) /Home/ Provider/ BXV12345/ PRD/ In/

Peed Help? G0 To Fokder: | ! =] [SSoToFuon |

© Tath it

NCTracks HIT Upload Wezsed - Upload to /Mame [ Pro
E— L Pasie o ies e e ke bson.

MOVE [ it e | pe |
A ' 431 Fodes |

4, eaapt Thara 300 0 %5 O FONETS 0 i (B4, M_WM%?
dete stemps CAllza?\weed NOVNE had[lw_(000 T e e
o

ring stendard

* Folders and Files -

Allbme ond dete stomps

* Upload Files Now...

|

1 &
i
User Quota Info: 0 KB of 2000 NB uzed, (0%)
: a coreel_|
—

Salact o fokder: | ¢ Home ! Provder ¢ BAV12346 / PRO /i x|

= 7| O FS Dmansc webio W HoTrada VeregedMle T... X

|5~ Pagee Sy o

Signed onto NCTracks d Fike dor x5 User L [Z1ear).

T ome
@ Eudacs

O @ /Home/ Provider/ BXV12345/ PRD/ In/

Teed Help? Go To Fokder: | / = | 9GoToFuer |

© rach supoat

NCTracks MIT Upiosd Wizard - Upload to fMame f Provider || 45
~Checos Upload Optx

1= Upkad ez rcvidualy

 Upload o By 33 008 20

* Folders and Files

——
All yme ond dete =mps r 2 mg?

displayed oo

Notasz |

T~ ot b Upload s sy and ficks)
* Upload Files Now... % DoieWaxdvih dre

User Quota Info: 0 KB of 2000 MB umd, (0%) ) cBack I Carcel I
—

Salect o folier: |  Home ¢ Prowder | BAV12345./PRO n 2]
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Step 11:

Click the “Response” hyperlink to view/download any outbound transactions such as 835, 820,
999, TAL, F-File, etc. The 835, 277P, 820, and 8340 transactions are subfolders within the
Response folder. All other transactions, such as the 999, TA1, F-File, 271, and 277 files, will be
located inside the Response folder.
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Step 12:
Click the “Reject” link to view/download any files that may have been rejected.

’n:nmwumn..x‘ [ % v B« 0 v Pager Sefety~ Toch e

Managed File Transfer

4.2.3 CPU-to-CPU Real Time
This method consists of a direct connection established between the submitter and the

processor. It is most suitable for submitters exchanging substantially large transaction volumes
with NCTracks.

Data is exchanged as request/response pairs in a synchronous fashion, meaning:
o Over an established, otherwise idle connection, the vendor sends a single request, then

waits for NCTracks to process that request and reply with a single response.

o After a request/response pair has completed (not before), another request/response pair
may be communicated over the same connection.

e Such synchronous communications may continue as long as there is traffic to send or
until the connection is dropped.

e Multiple concurrent connections (i.e., up to a prearranged limit) are allowed, each
adhering to the requirement for strictly synchronous communications.

e The requirement for synchronous communications implies that TCP/IP writes to
NCTracks must be synchronized with TCP/IP reads of the corresponding responses from
NCTracks. Correlation numbers are not required and are not included in the interface.
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Each request and its associated response are separately formatted for reliable network transfer
in communication wrappers as follows:

e STX 1 byte (0x02)

e byte count 8 bytes, leading zeros, inclusive of wrapper (payload length + 18)
e reserved 8 bytes, all zeros (required and reserved for future use)

e payload (e.g., HIPAA request or response)

e ETX 1 byte (0x03)

TCP/IP connection drops should be rare, but they can be expected to occur under some
circumstances.

e For security and performance reasons, NCTracks uses an idle connection timer that will
forcibly close a connection that has been idle for at least 20 minutes.

o |If the NCTracks end of a connection experiences a condition where it cannot continue, it
will terminate the connection abruptly. For example, the connection will terminate if the
amount of data read from the TCP/IP interface is greater than the value specified in the
byte count field of the required message wrapper.

e The side that originates connections to NCTracks is expected to handle abrupt
disconnects. Typically, when a connection is lost for any reason, the vendor side should
simply establish a new connection, either immediately or when there is traffic to send.

« Normally, the first or second attempt to connect will succeed. A brief interval of at least
3 seconds must be included between successive connection attempts. In the event of
significant hardware failure, it may take 5 — 10 minutes before new connection attempts
will succeed.

o After a new connection is established, continue processing by resubmitting a request or
proceeding to the next request, as appropriate.
There are three possible responses to each request submitted over an established connection:

1. A single-character negative acknowledge (NAK) (0x15) signals that a request was
received but the wrapper was invalid. For example, no STX was detected.

2. A complete response formatted as the payload in the required communication wrapper.
Specific responses should be discussed during vendor testing with NCTracks, before
production deployment.

3. Disconnect (connection lost) at any point, as described above.

4.2.4 NCTracks Provider Portal — Direct Data Entry
NCTracks provides a real-time web-based application that is customized to allow the entry and
submission of specific transactions, including the 837 and D.0 transactions.

The requirements for using the Provider portal include:

e A TSN and Certification Statement, which should be obtained prior to enroliment
e Internet Explorer 8 and above or compatible browser

e Internet browser that supports 128-bit encryption and cookies

e Minimum connection speed of 56K

e An accessible email address
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The following transactions can be submitted and corresponding responses presented through
the NCTracks Provider Portal:

e 270/271 — Eligibility Benefit Inquiry and Response

e 276/277 — Claim Status Request and Response

¢ 837 — Dental, Professional, and Institutional Claims

¢ D.0-B1, B2, B3, E1, N1, N2, N3

The Provider Portal features the real-time claim submission functionality under the 837 Dental,
Professional, and Institutional transactions, as well as NCPDP pharmacy, which allows real-time
adjudication of the claim. When this functionality is used, a claim adjudication status response is
sent to the submitter shortly after submission. Please visit the following NCTracks portal

website, using your NCID and password, to submit the real-time direct data entry of
transactions:

https://www.nctracks.nc.qgov

4.2.5 CAQH-CORE Phase Il Connectivity (270/271 and 276/277)

Overview

NCTracks supports CAQH-CORE Phase Il compliant Simple Object Access Protocol (SOAP)
and Multipurpose Internet Mail Extensions (MIME) interfaces that allow Trading Partners to
programmatically submit Batch and Real-time 005010X279A1 270 Eligibility or Benefit Inquiry
and 005010X212 276 Claims Status Request transactions. Trading Partners are also allowed to
programmatically request and submit 005010X231A1 TA1/999 Implementation
Acknowledgment for Health Care Insurance and batch 005010X279A1 271 Eligibility or Benefit
Response and 005010X212 276 Claims Status Response transactions. Refer to Section 4.2.7,
CAQH-CORE Phase Il and lll — Submitting 999 Transactions, to submit a batch 999 to
NCTracks. Additional information about the Phase Il interface can be found at
http://www.cagh.org/CORE_phase2.php.

User Requirements

Users are required to be active Trading Partners and have a valid TSN and NCID. For Trading
Partner enrollment information, refer to Section 2.2.1, Trading Partner/Providers Enroliment.
The Trading Partner must also be provisioned to submit using the CAQH-CORE Phase I
methodology. For user provisioning for CAQH-CORE, refer to Section 2.2.2.3, User Role Setup
Instructions.

Software Requirements

NCTracks does not provide software for SOAP or MIME connectivity. Trading Partners must
obtain their own software for submittal. NCTracks requires version 2.2.0 for SOAP and MIME
clients. Most programming languages support SOAP and MIME clients and contain
documentation to help Trading Partners create a client that can send/receive information to this
interface. Sample 270, 271, and 999 Request SOAP and MIME clients are included in
Appendices C, D, and E, respectively. A sample 999 Submission SOAP and MIME client is
included in Appendix H. The samples of SOAP and MIME are only examples, and are not
intended to function as-is.

The Trading Partner will need to understand how to write the program and handle the response
appropriately. Follow the CORE Il specifications described above, which contain detailed
instructions about the format of the request and the response.
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For more information pertaining to CORE Phase Il requirements and SOAP and MIME
submissions, please refer to the following websites:

e CORE Phase II: http://www.cagh.org/CORE_phase2.php

e SOAP: http://www.w3.0rg/TR/soap/

o MIME Multipart: http://www.w3.0org/Protocols/rfc1341/7 2 Multipart.html

CAQH-CORE Production

NCTracks will not provide ongoing testing for SOAP and MIME connectivity. Refer to

Section 4.2.5.1, SOAP Attributes and MIME Attributes for 270/271 and 276/277 for production
file setup instructions.

Production files should be submitted to the following URL:

https://edi.nctracks.nc.gov/EDIGateway

CORE Interface Parameters
The CORE interface requires submission of certain parameters. The following sections describe
specific information for SOAP and MIME submissions and the expectations of NCTracks.

4.2.5.1 SOAP and MIME Attributes for 270/271 and 276/277

PayloadType
The Trading Partner must submit one of the following Payload types:

e X12 270 _Request_005010X279A1

e X12 276 _Request_005010X212

e X12 999 RetrievalRequest_005010X231A1
e X12 TA1l RetrievalRequest 005010X231A1
e X12 005010 _Request_Batch_Results 271
e X12 005010 Request_Batch_Results 277

ProcessingMode
The Trading Partner must submit either Batch or RealTime.

PayloadID

The PayloadID is used to link request and response files. A unique ID specific to an NCID
should be used that will help identify the response to a submitted request, and the PayloadID
should not be duplicated (see the naming standards in the Payload description below). Note that
only one PayloadID per message can be used. The PayloadID should be in the International
Standards Organization (ISO) UUID format. Please refer to the XSD and WSDL version 2.2.0,
located on the CAQH-CORE website at http://www.cagh.org/SOAP/WSDL/.

PayloadLength
The PayloadLength is for Batch submissions only and should be determined by the Trading
Partner.
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TimeStamp
The format of the TimeStamp must follow the conventions found at
http://www.w3.org/TR/xmlschemall-2/#dateTime.

An example of a valid TimeStamp is 2014-02-01T10:30:55-00:00.

SenderlD

The SenderID should identify the sender. It can be up to 50 alphanumeric characters and
cannot contain spaces.

ReceiverID
Must contain “NCTracks”.

CORERuleVersion
Must contain “2.2.0”.

CheckSum

NCTracks requires the SHA-1 digest for the Payload only calculation for the CheckSum. For
CheckSum naming standards, please refer to the XSD and WSDL, version 2.2.0, located on the
CAQH-CORE website at http://www.cagh.org/SOAP/WSDL/.

Payload

For RealTime submissions, the Payload contains the ASC X12 data for the submission. The
ASC X12 file must be valid with the correct settings in the envelope. For the correct settings and
NCTracks rules, refer to the appropriate Companion Guide for the submission, located at
https://www.nctracks.nc.gov/content/public/providers/provider-trading-partners.html.

For Batch submissions, the Payload contains the name of the ASC X12 batch file, and the file
should be submitted as an attachment. The ASC X12 file must be valid with the correct settings
in the envelope. For the correct settings and NCTracks rules, refer to the appropriate
Companion Guide for the submission, located at
https://www.nctracks.nc.gov/content/public/providers/provider-trading-partners.html.

File Naming Standards for X12 Inbound Transactions
The ASC X12 file must adhere to the following naming standards:

o File extensions not accepted:

*.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.dll, *.exe, *.hlp, *.hta, *.inf, *.ins, *.isp,
*js, *.jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.ocx, *.pcd, *.pif, *.pot, *.reg, *.scr,
*.sct, *.shb, *.shs, *.sys, *.url, *.vb, *.vbe, *.vbs, *.wsc, *.wsf, *.wsh, *.zip

o Special characters (for example, hyphen, asterisk, question mark) are not allowed in file
names.

e Zip files are not allowed for SOAP transmittals.

Error Handling

The Trading Partner may receive an error if attributes are entered incorrectly and will receive an
appropriate error message based on the error created. Refer to Section 4.2.8, SOAP and MIME
Error Messages, for possible error messages.
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4.2.5.2 SOAP for 270/271 and 276/277

NCTracks has the following submission types for SOAP transmittal. The following screenshots
are examples only. Sample 270, 271, and 999 Request SOAP and MIME clients are included in
Appendices C, D, and E, respectively. A sample 999 Submission SOAP and MIME client is
included in Appendix H.

Batch Submission
e Users can submit a Batch 270 or 276 SOAP with multiple requests.

o A Batch Results Retrieval Request is used to request a 271 or 277 response for a
submitted 270 or 276.

Example of a Batch Submission and Response:

eBatvchfubod agionkesponse umlna: o

silyperill_Batchimcwiptlonfiznasion/ Paylosdlyper

Zyrame Dearnamer cacasgatrs wase  Usarnames ZProcessingtoderBacohs/ FrocessingHodes
<waae: Pasawerd=validl2s« 'vase:Password- «RayloadID-f7lddfaa-Tdas-1140-a766-00adedlaEof 1</ PayloadI D=

EmelopeBaschiuomizsions

loadTypa-E1Z_270_Request_005010KETHAL+:/ DayloadTypas
fErocmmmingiiodes

-7dec-1Ld0-a766-010alcileEbll</FayloadID>

cid: usmydTREile-batehl . exe< /Payload>
welope@atcnFabmt = lons

-
0000 | [+ [
PR e
Name | Contenttype|  Size Pat | Type Contentld | Cachest
Durnery 27001, test plain [E7] UNFENGWN Durneny2 1T, =
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Batch Submission Acknowledgment Retrieval Request
Users can request the X12 999 Acknowledgment for a 270 or 276 submission.

Example of a Batch Submission Acknowledgment Retrieval Request and Response:

™ B B 0 e b 0 B e g B 0 e e 0 a0 A 8 0 B B 0 b et
- mll '°.?.5":'.°:.°’.’":?".’°.?..“:'2.“."’:.”."‘.’3’:5’.’2?’:"’:?"."’.’?:5’.’2?":”:2'.“:'3’:?"."‘.??92.“’:'3’:?’."’:?‘.’??.5’:’.’:?’."’:?".’Q’?..”:’ﬁ?’."’:?"."‘.’?:5‘:’2?’:’":?:.”.’?:?’.’???’:2.“’.""”‘”""V°.“:'?:.“."’:?‘:'°.’25’:’.’:?’."’:?:'.‘Q’?.?“:'Q?’f":?:.“‘.’?:?“:’??’:’":?:.“.’?:?’.’??:n‘ﬁ I
P EE DD & B bee10.208724200 nctracks EDIGatewsy - T+
E O <moap:Envelops xmins:scaps nttp: /el o cap-smoelaps® xmnil® :‘i- [ tmcap: Lnvelape smins-scap="htcp:/ wmer s asg/s \/ moap-envelope"s ]
¥ |2 <zoap:Hesders ™ |El  <acap:Bodys
E = w5 PRy emloe wsses htbp/ decs casis-opan_ seg ves 2008, 01 /0 E'—| <eoe: COREEavelopeBatckSubaissicalckletsinval Rasponee cora hitp:
| = twmes TnamaTakans o LPmyloadTyperkli 030 _Assponms O0LO010KIILAL:/ FayloasTymes
<wase:Tsername>catesgates/wase - Toername <ProcessingodesBatchk</FrocessingModes
“wams: Passrordrvalidli i3 weew  Passwosdr “RayloadID-£71dd fan—Tdme—1140- E-Claledlefbils Paylaad Il
</wm e OeernameTokens <Paylondlangchsd 374/ Paylondiangsis
<TimpScamp=2014-04-04 AAZI< TimeStamp >
=8/ Sucdme I
= “aoap: Body> rarIicHoaplitala</ faral varTDe
= <eor:COREENvelopeBatchSubmt aslonkekBatrliaval lequasss uleVersionsz. . 0</CORERUlaVarsion=
“Paylosadlyperill 282 Det APhscase: O0S0L0L25181 Fa ad Ty wChesk o Eoli38TeldEaBliteldelfE£IbAblSecibod2all </ CnmakSumr
“FrocessingHoada:Batchs/ Froce saingiodes El <Payload:
<PayloedID-IT1ddfaa-Tdao Al-aTEs-0dadeslatbll /RayloadID> <dop: Include Reef="cid:A2" melng wcp="bLTpl/ wew.wE.oxg 2004 /08 wap
tPayloadleagthr 4671/ wdlenghhr < Faylosdy
“TimesTArpsZ014-02-03T10:20: 3424/ TIme B T-amp> “Errorioderfuccessc /Erroriodses
<BanderID=Hoapitalhs /SandasIh- <EETord: “Haras (EErori >
P cw1ver [Dr t/oar: COREEnve lopeliatcnSubme anionhckiatriavallssponear
O /CORSAmlaVerainn: £ g By
SubelsaiealekistsievalReguast> < amag . Eevelopes
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Batch Results Retrieval Request

Users can request the 271 or 277 responses for a 270 or 276 request.

Example of the Response from a Batch Results Retrieval and Response:

=] £ COREEnwalspaBatchlasul taRatrie

valRagquasts

Verslan>
FalbEsd fhad LidEEdEs 8- Chack Same
AatrimrslReqoe et
</30ap:Bedy>
</ woap: Eavalapar

L

kS sl w1 TO0E
Paylomd:
wop: Include heef="cidiA2" smlng sMop="BLTRIf/

sylosdr

PEPIETES =T
Hnvalepaiiatent

’ 1iemiasriasldspeneas
</acap:Body>
< famap: Zeveloper

alT

L [+[g]
Header | Value |
Content-Length w2
Extatus® HTTR/LD 200 OK
Content-Type multipart/related; type="2pplicationxop+xml’; start="...

Real-time Submission
Users can submit real-time 270 or 276 single requests via SOAP.

Only one transaction request within the X12 270 or 276 can be sent at a time. If more

than one request is sent in the X12 file, an X12 271 or 277 response will be sent for the

first request in the file and all other requests will be ignored.
The X12 271 or 277 response is returned in the Payload of the SOAP response.
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Example of a RealTime submission and response:

¢ =0EHO0B ]

$ [H <3cap:
g E

Fity amim=ce

<wsge rTaernameTokens

camp=hotpe fSdacn saRts-cpen, argiee/ 7004

DE010%Z 7341 </ FayloadType>
2 lngdoda s

a S-Olal=3lebb sl Payicadllor
<TimeStamp>E014-02-04T10:20: 345/ Tiness

<SandazID-Essplialks

and,

=IO Fayerie e
e H

cammis
</soap:Body>

</ wtap: Do Lipa

* il

4.2.5.3 MIME for 270/271 and 276/277

soap="hetR: /A v, vl orgf 2003/ DB/ 20ap—emrelope™>

e

LopeReslTimedespones = T
<TayloadType=¥1Z_gTl_Response_OOB0LONZ7TSALl:/TayloadTypes

cagh.a

</=oap:Body>

=/ soap: Eavalapas

gy SORP A METL COR

“Zzeprp

NCTracks has the following submission types for MIME transmittal. The screenshots below are
examples only. Sample 270, 271, and 999 Request SOAP and MIME clients are included in
Appendices C, D, and E, respectively. A sample 999 Submission SOAP and MIME client is

included in Appendix H.

Batch and Real-time Submission

e Users can submit a Batch or Real-time 270 or 276 MIME request.
e A Batch Results Retrieval Request is used to request a 271 or 277 response for a

submitted 270 or 276.
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Example of a 270 Submission:

Content-Type: multipart/form-data; boundary=xbcy

Request :
- -xhCY
Content-Disposition: form-data; name="PayloadType"

Ml2_270_Request_005010xX2794A1
—-xbCy
Content-Disposition: form-data; name="ProcessingMode"

Eatch
- - xbCY
Content-Disposition: form-data; name="PayloadID"

FBld4fae-7dec-11d0-a765-00a0d91e6Tbl
—--xbCY
Content-Disposition: form-data; name="TimeStamp"

2007 -08-30T10:20:34Z7
- -xbCY
Content-Disposition: form-data; name="UserName"

[Cstesgstr
—--XbCY
Content-Disposition: form-data; name="Password"

validlz3
——xbCY
Content-Disposition: form-data; name="senderID"

Hospitala
—-—XDCY ) . .
Content-Disposition: form-data; name="ReceiverID"

Payere
- -XbCY
Content-Disposition: form-data; name="CORERuleversion"

2.2.0
—-xbCy
Content-Disposition: form-data; name="Payload"

LSA®00® #00* wZZ¥3IUYT HZZENCTRACKSREL ¥140112%1237%A%(
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Example of a 270 Submission Response:

-E60A3ICOE-134A-4042-9328-B78707B34591
Content-Disposition: form-data; name="PayloadType"

¥12_BatchreceiptConfirmation
-—-E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="FrocessingMode"

Eatch
--E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="FayloadIiD"

f8lddfae-7dec-11d0-a765-00a0d91esfab
--E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="Timestamp"

2014-02-027T04:29:03Z
--E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="SenderiID"

Payers
--E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="ReceiverID"

Hospitala
-—-E60AICIOE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="CORERuleversion"

2.2.0
--E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="ErrorCode"

'Success’
--E60AICIE-134A-4042-9328-B78707B634591
Content-Disposition: form-data; name="ErrorMessage"

"None”
--EG0AICAE-1344-4042-9328-B7 8707634591 —-
cihourls
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Batch Submission Acknowledgment Retrieval Request
Users can request the X12 999 Acknowledgment for a 270 or 276 submission.

Example of an Acknowledgment Retrieval Request:

Content-Type: multipart/form-data; boundary=xbcy

Request:
—-xbCy
Content-Disposition: form-data; name="rPayloadType"

¥12_999_prequest_005010x231A1
—-xbCY
Content-Disposition: form-data; name="Processingvode"

Batch
—-¥bCy
Content-Disposition: form-data; name="PayloadID"

f8lddafae-7dec-11d0-a7a5-00a0d91le6fbl
—-¥bCy
Content-Disposition: Torm-data; name="Timestamp"

2007 -08-30T10:20:34Z
--XbCy
Content-Disposition: Torm-data; name="UsernName"

Tstesgstr
—-¥bCy
Content-Disposition: form-data; name="Password"

validlz3
—-XbCyY
Content-Disposition: Torm-data; name="senderID"

Hospitala
—-XbCY
Content-Disposition: form-data; name="ReceiveriD"

Payers
—-XbCy
Content-Disposition: form-data; name="CORERuleversion"

2.2.0
--xbCy
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Example of a TA1 Acknowledgment Retrieval Response:

|--CEASF38B-5027-DFEB-E37A-B6BE7TFBE3EF
Content-Disposition: form-data; name="PayloadType"

¥12_999_Response_005010x231A1
——CEAOF38E-5027-DVEB-E37A-BGBE77FBEIEF
Content-Disposition: form-data; name="ProcessingMode”

Batch
--CEA9F 38B-5027-D7EB-E37A-86BB7 7FBE3EF
Content-Disposition: form-data; name="PayloadID"

fBlddfae-7dec-11d0-a765-00a0d91esf as
--CEA9F38B-5027-D7EB-E37A-B6BB77FBE3IEF
Content-Disposition: form-data; name="PayloadLength"

154
--CEAOF38B-5027-DVEB-E37A-86BB7 7FBE3EF
Content-Disposition: form-data; name="TimeStamp"

2014-02-02T04:40:38Z
—--CEA9F38B-5027-D7EB-E37A-BEBEB77FBEIEF
Content-Disposition: form-data; name="senderID"

Payers
—-—-CEAQF3BE-5027-D7EB-E37A-B0BE7 7FBE 3EF
Content-Disposition: form-data; name="ReceiverID”

Hospitala
--CEA9F3BB-5027-D7EB-E37A-BGBE77FBE 3EF
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--CEAOF3E8B-5027-D7EB-E37A-86BB7 7FBE3EF
Content-Disposition: form-data; name="Checksum"

4472f1a9fb47a2cel2601dc7462febbdfofelobf
--CEAOF3EB-5027-DVEB-E37A-86BEBY 7FBE3EF

content-Disposition: form-data; name="Payload"

ISA®00™ =00* HZZ*NCTRACKSREL HZZ*DIRECTCONNECT

--CEAOF3EB-5027-DVEB-E37A-86BEBY 7FBE3EF
content-Disposition: form-data; name="ErrorcCode"

'success’
——CEAOF38E-5027-DVEB-E37A-BGBE77FBEIEF
Content-Disposition: form-data; name="ErrorMessage"”

"Mone "

#140131*

45A%00501%140310934*0%P® 1 ~TA1*147337265%131206%1539*R*008~IEA*0*140310934~
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Batch Results Retrieval Request

Users can request the 271 or 277 responses for a 270 or 276 request.

Example of a Batch Results Retrieval Request:

Request:
--xhCy

--xbCy

Batch
--xbCy

--xbCy

2007 -08-30T10:20:34Z
--xbCvy
Content-Disposition:

tstesgstr
--XbC¥
Content-Disposition:

validl23
--xbCy
Content-Disposition:

Hospitala
——XBCY
Content-Disposition:

PayerBb
--xhCy
Content-Disposition:

2.2.0
--xbCy

form-data;

form-data;

form-data;

form-data;

form-data;

Content-Type: multipart/form-data; boundary=xbcy

Content-Disposition: form-data; name="PayloadType"
¥12_005010_Request_Batch_Results_271

Content-Disposition: form-data; name="ProcessingMode™

Content-Disposition: form-data; name="PayloadID"
fBldafae-7dec-11d0-a765-00a0d91e6fbl

Content-Disposition: form-data; name="Timestamp"

name="uUserName"

name="Password"

name="senderID"

name="ReceiverID"

name="CORERUleversion"
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Example of a Batch Results Retrieval Response:

--7DABDDAS-BOFF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="PayloadType"

*¥12_271_Response_005010x279al1
--7DAGDDAS-BOFF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="ProcessingMode”

Batch
--7DAGDDAS-B6FF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="prayloadID"

fEldd4fae-7dec-11d0-a765-00a0d91e6ab9
--7DAGDDAS-BEFF-24B9-0691-B221BD36F1E7
Content-Disposition: form-data; name="PayloadLength"

16554
--7DABDDAS-BOFF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="TimeStamp"

2014-02-13715:57:16Z
--7DABDDAS-BOFF-24B9-0691-B221BD36F1E7
Content-Disposition: form-data; name="SenderID"

PayerBb
--7DAGDDAS-B6FF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="ReceiwverID"

Hospitala
--7DABDDAS-BOFF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="CORERuleversion"

2.2.0
--7DABDDAS-BOFF-24B9-00691-B221BD36F1E7Y
Content-Disposition: form-data; name="ChecksSum"

ef0c5a32223edcf6B30888Fe5c077aaBBE546T32e
--7DAGDDAS-BEFF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="prayload"

ISA®00* #00* #ZZHNCTRACKSBAT #ZZHSITTEST #1402
GS¥HB*NCMMISREL*SITTEST*20140213%105438%440000152*X*005010X27941~5T*271%44
Content-Disposition: form-data; name="ErrorcCode"

‘success’
--7DABDDAS-BOFF-24B9-0691-B221BD36F187
Content-Disposition: form-data; name="ErrorMessage”

"None "
--7DABDDAS-BOFF-24B9-0691-B221BD36F187 --
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Batch Results Acknowledgment Submission
Users can submit a RealTime 270 or 276 request.

Example of a RealTime request:

Content-Type: multipart/form-data; boundary=xbcy

Request:
——¥bhCyY
Content-Disposition:

form-data;

H12_270_Reguest_005010x27041

——¥bCyY
Content-Disposition:

RealTime
—-¥bhCy
Content-Disposition:

form-data;

form-data;

name="PayloadType"

name="P°ProcessingvMode”

name="rFayloadID"

f8ldiafae-7dec-11d0-a765-00a0d91eafbl

--xbCy

Content-Disposition: form-data; name="Timestamp"

2007 -08-30T10:20:34Z
—-¥bhCy
Content-Disposition:

tstesgstr
—-xbCY
Content-Disposition:

validli23
—-¥bCy
Content-Disposition:

Hospitala
—-—-XDCY
Content-Disposition:

Payere
—-xbCy
Content-Disposition:

2.2.0
--xbCy

form-data;

form-data;

form-data;

form-data;

form-data;

name=""UserMame"

name="Password"

name="senderID"

name="ReceiverID"

name="CORERU]eversion"
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4.2.6 CAQH-CORE Phase Ill Connectivity (835 and 820)

Overview

NCTracks supports CAQH-CORE Phase Il compliant SOAP and MIME interfaces that allow
Trading Partners to programmatically request batch 005010X221A1 835 Health Care Claim
Payment Advice and 005010X218 820 Group Premium Payment For Insurance Products.
Trading Partners are also allowed to programmatically submit a 005010X231A1 TA1/999
Implementation Acknowledgment for Health Care Insurance for batch 005010X221A1 835
Health Care Claim Payment Advice and 005010X218 820 Group Premium Payment For
Insurance Products. Refer to Section 4.2.7, CAQH-CORE Phase Il and Il — Submitting 999
Transactions, to submit a batch 999 to NCTracks. Additional information about the Phase Il
interface can be found at http://www.cagh.org/CORE phase3.php.

User Requirements

Users are required to be active Trading Partners and have a valid TSN and NCID. For Trading
Partner enrollment information, refer to Section 2.2.1, Trading Partner/Providers Enrollment.
The Trading Partner must also be provisioned to submit using the CAQH-CORE Phase Il
methodology. For user provisioning for CAQH-CORE, refer to Section 2.2.2.3, User Role Setup
Instructions.

Software Requirements

NCTracks does not provide software for SOAP or MIME connectivity. Trading Partners must
obtain their own software for submittal. NCTracks requires version 2.2.0 for SOAP and MIME
clients. Most programming languages support SOAP and MIME clients and contain
documentation to help Trading Partners create a client that can send/receive information to this
interface. Sample 835 and 820 SOAP and MIME clients are included in Appendices F and G,
respectively. A sample 999 Submission SOAP and MIME client is included in Appendix H. The
samples of SOAP and MIME are only examples, and are not intended to function as-is.

The Trading Partner will need to understand how to write the program and handle the response
appropriately. Follow the CORE Phase Il specifications described above, which contain
detailed instructions about the format of the request and the response.

For more information pertaining to CORE Phase Il requirements and SOAP and MIME
submissions, please refer to the following websites:

e CORE Phase llI: http://www.cagh.org/CORE phase3.php

e SOAP: http://www.w3.0rg/TR/soap/

e MIME Multipart: http://www.w3.org/Protocols/rfc1341/7 2 Multipart.html

CAQH-CORE Production

NCTracks will not provide ongoing testing for SOAP and MIME connectivity. Refer to
Section 4.2.6.1, SOAP and MIME Attributes for 835 and 820 for production file setup
instructions.

Production files should be submitted to the following URL:

https://edi.nctracks.nc.qgov/EDIGateway
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NCTracks Requirements for Requesting an 835 and 820 SOAP or MIME File

Trading Partners may only request an 835 or 820 file, via a SOAP or MIME request, that was
created within the last 90 days. If the trading partner needs an 835 or 820 file that was created
greater than 90 days ago, they must contact EDI Technical Assistance (refer to Section 2.1,
Working Together, for contact information). The Trading Partner must have the Payment Date,
TSN, and NPI/Atypical ID to request an 835 or 820 file.

CORE Interface Parameters

The CORE interface requires submission of certain parameters. The following sections describe
specific information for SOAP and MIME submissions and the expectations of NCTracks.

4.2.6.1 SOAP and MIME Attributes for 835 and 820
Payload Type
The Trading Partner must submit one of the following Payload types:

e X12 835 Request_005010X221A1
— This PayloadType requests the X12 835 file.
— The Payment Date, TSN, and NPI/Atypical ID are required to receive the X12 835 file.
— The Trading Partner will receive an X12_835 Response_005010X221A1. The
response may have the following three (3) types of messages:
+ The Trading Partner will receive a response with the X12 835 as an attachment.

+ The Trading Partner will receive the message “No Files Found Specific to
Corresponding Input”.

+ The Trading Partner will receive an appropriate error message based on the error
created. Refer to Section 4.2.8, SOAP and MIME Error Messages for possible error
messages.

e X12 820 _Request_005010X218A1
— This PayloadType requests the X12 820 file.
— The Payment Date, TSN, and NPI/Atypical ID are required to receive the X12 820 file.
— The Trading Partner will receive an X12_ 005010 Response_005010X218Al. The
response may have the following three (3) types of messages:
+ The Trading Partner will receive a response with the X12 820 as an attachment.

+ The Trading Partner will receive the message “No Files Found Specific to
Corresponding Input”.

+ The Trading Partner will receive an appropriate error message based on the error
created. Refer to Section 4.2.8, SOAP and MIME Error Messages for possible error
messages.

ProcessingMode
The ProcessingMode is always Batch for 835 and 820 transactions.

PayloadID

The PayloadID is used to link request and response files. A unique 1D specific to an NCID
should be used that will help identify the response to the request, and the PayloadID should not
be duplicated (see the naming standards in the Payload description below). Note that only one
PayloadID per message can be used. The PayloadID should be in the ISO UUID format. Please
refer to the XSD and WSDL version 2.2.0, located on the CAQH-CORE website at
http://www.cagh.org/SOAP/WSDL/.
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PayloadLength
PayloadLength is for Batch submissions only and should be determined by the Trading Partner.

TimeStamp
The format of the TimeStamp must follow the conventions found at
http://www.w3.org/TR/xmlschemall-2/#dateTime.

An example of a valid TimeStamp is 2014-02-01T10:30:55-00:00.

SenderID
The SenderID should identify the sender. It can be up to 50 alphanumeric characters and
cannot contain spaces.

ReceiverID
Must contain “NCTracks”.

CORERuleVersion
Must contain “2.2.0”.

CheckSum

NCTracks requires the SHA-1 digest for the Payload only calculation for the CheckSum. For
CheckSum naming standards, please refer to the XSD and WSDL, version 2.2.0, located on the
CAQH-CORE website at http://www.cagh.org/SOAP/WSDL/.

Payload
The Payload of 835/820 should be in base64 format and contains the following three variables:
{<PYMTDATE:ccyy-mm-dd>,<PID:integer(exact 8 or 10 digits)>,<TSN:alphaNumeric(4)>}

The base64 value of PYMTDATE:2014-06-24,PID:50264046, TSN:SRHI would be:
INVERBVEUG6MjAXNCOWNIOYyNCXxQSUQG6NTAYNjQWNDYsVFNOOINSSEk=

4.2.6.2 SOAP for 835 and 820

NCTracks has the following submission types for SOAP transmittal. The following screenshots
are examples only. The actual attributes for a SOAP submission are listed in Section 4.2.6.1,
SOAP and MIME Attributes for 835 and 820. Sample 835 and 820 SOAP and MIME clients are
included in Appendices F and G, respectively. A sample 999 Submission SOAP and MIME
client is included in Appendix H.
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Example of Batch SOAP 835 Request to receive the X12 file and the response:

i¢ Requestd
= @0O 35 W |http://10.20.8.72:3270/nctracks/EDIGateway
= [H<scap:Envelope xmlns:scap="http://www.w3.org/2003/ :; e Bl <soap-Envelope mlns:soap="http: 03/05/soap-envelope"> |~}
% |E <scap:Header> = B <soap:Body>
= (2 <wsse:Security xmlns:wsse="http:, oczsis-og = | <ecor:COREEnvelopeBatchResultsRetrievalResponse xmlns:cor="hitp://
& |2 <wsse:UsernameToken> =2 <PayloadType>X1Z_835_Response 005010KZZ1R1</PayloadIype>
<wsse:Username>ravi-dev< wsse:Username> <ProcessingMede>Batch</ProcessingMode>
<wsse:Password>valid3Zl</wsse:Password> <PayloadID>£71d4fae-Tdec-11d0-a765-00a0c31le6bl</PayloadID>
</wsse:TsernameTokens <Payloadlength>8061</PayloadLength>
</wsse:Security> <TimeStamp>2014-07-28T20:50:04Z</TimeStamp>
</soap:Header> <SenderID>PayerB</SenderID>
E  <scap:Body> <ReceiverID-Hospital®</ReceiverID>
= <cor:COREEnvelopeBatchResultsRetrievalRequest <CORERuleVersion»2_2_0</CORERuleVersiocn>
<PayloadType>X1Z_835_Request_005010HZZ1RL <CheckSum>2d8c75d422c161dcl30£51aBle51le356c8E87729</ CheckSum>
<ProcessingMode>Batch</ProcessingMode> =) <Payloads
<PayloadID>£7ld4fae-7dec-11d0-a765-00a0c3] <xop:Include h cid:AZ" xmlns:xop="http://www.w3.org/2004/08/xop/include™/|
<!--Optional:—> <xop:Include hre cid:A3" xmlns: /v . w3 . org/2004/08/xop/include"/|
<PayloadLength>467</Payloadlength> < /Payloads
<TimeStamp>2014-07-16T10:20:342</TimeStamy <ErrorCode>Success</ErrcrCeode>
<SenderID>Hospitald</SenderID> <ErrorM None</Error
<ReceiverID>PayerB</ReceiverID> </ecor:COREEnvelopeBatchResultsRetrievalResponses
<CORERuleVersion>Z.2.0</CORERuleVersion> </soap:Body>
<Payload><! [CDATA [UF1NVERBVEUSM] AxNCOwWNi0y =]
</ecor:COREEnvelopeBatchResultsletrievalleques E
</scap:Body>
. s ©
MName Content type Size Part Type | ContentlD
A2 application/octet-s... 67 A2 XOP <A2=
A3 application/octet-s... 8061 A3 XOp <A3s
[+
L« I IDIE
A.. Header.. Attachme.. W.. WS-.. Headers (3) |Attachments (2]
response time: 925ms (17680 bytes) 1:1

Example of Batch SOAP 820 Request to receive the X12 file and the response:

o

2% Request4 7
P =@ 0O

i http://10.20.8.72:8270/nctracks/EDIGateway [-]

5]
(2
2 |Elap:Zavelope smlns:scap="hotp:/ /. us.org/2008/08, Sc;p—en‘:el:: 3 |B a0ap:Envelope wmlns:seap="http://wmw. w3 org/2003/05/sosp-envelope”> (=]
% |H<scap:Header> 3 |E  <soap:Body>
2 |2 <wsse:Security smlns:wsse="http://docs ozsis-open.org/wss/2 Iz |2 <cor:COREEnvelopeBatchResultsRetrievallesponse mmlns: o OAP/WSDL/CORER|
2|2  <wsse:UsernameToken> & <PayloadType>X12_820_Response_005010X218A1</PayloadTypes>
<wsse:Username>ravi-dev</wsse:Usernzme> — <ProcessingMode>Batch</ProcessingModes
<wsse:Passwordsvalid321</wsse:Passwords> <PayloadID>£71ddfae-Tdee-11d0-27E5-00a0ed1etbl2</PayloadID>
</usse:UsernameToken> <Payloadlength>18870</Payloadlengths
</wsse:Security> <TimeStamp>2014-07-28T20:20:442</TimeStamp>
</scap:Header> <SenderID-DPayerB</SendexID>
] <seap:Body> <ReceiverID-HospitalA</ReceiverID>
El  <cor:COREEnvelopeBaschiesulssRetrievallequests <CORERuleVersion»2 2. 0</CORERuleVersion>
<PayloadTypesX12_B20_Request_005010X21821</PayloadType <CheckSum>155d2273248d12aaf938e fofbsTed1 9d4fb7dESb< / ChekSum>
<ProcessingMederBatch</ProcessingMode> =] <Payload>
<PayloadID>£71ddfae-Tdec-11d0-aT65-00a0c8lefbl2</ Paylo) <xop:Inelude hr 22" xmlns:xep="http://www._wi_org/2004/08/x0
«l--Optional:--» <xop:Inelude hr 23" xmlns:xep="hstp://www._wi_org/2004/08/x0
<Payloadlength>467</PayloadLength> </Payload>
<TimeStamp>2014-07-16T10:20:342</TimeSsamp> <ErrorCede-Success</ErrerCodes
<SenderID-Hospitali</SenderID= <ErrorM: Hone</Exrrer]
<ReceiverID»PayerB</ReceiverID= </cor:COREEnvelopeBatchResultsietrievalResponses
<CORERuleVersion»2 2. 0</CORERuleVersion> </scap:Body>
<Payload><! [COATA [TF1NVERBVETEM ] Al COuNL 0wMSx0ETC 62 0u] </scap:Envelopesr [~
</soap:Body>
scap:Zavalope> Header | Value
Content-Length 21462
Fstatus® HTTR/1.0 200 OK
Content-Type multipart/related: type="application/xop+xml"; start="<AL>": start-i...
or|
Au.. Headers.. Attachments.. WS5.. WS-R.. Headers (3)| Attachments (2)
response time: 661ms (41499 bytes) 23:16
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4.2.6.3 MIME for 835 and 820

NCTracks has the following submission types for MIME transmittal. The following screenshots
are examples only. The actual attributes for a MIME submission are listed in Section 4.2.6.1,
SOAP and MIME Attributes for 835 and 820. Sample 835 and 820 SOAP and MIME clients are
included in Appendix F and Appendix G, respectively. A sample 999 Submission SOAP and
MIME client is included in Appendix H.

Example of Batch MIME 835 Request to receive the X12 file:

http:/f10.20.8.72:8270/nctracks/EDIGateway

GET ®pOST PUT PATCH  DELETE HEAD OPTIONS Other

Raw Form Headers

Content-Type: multipart/form-data:; boundary=XeCY

Raw Form Files (0) Payload

Add new value Values from here will be URL encoded!

FayloadType X12_835_Reques!_D0S010X221A1 ®
ProcessingMode Batch X
PayloadiD fe1d4fae-Tdec-11d0-a765-00a0d9 1261 x
TimaStamp 2014-06-03T10:20:342 ®
UserName rsurkanti-dev x
Password Ravi-820 x
SenderlD HospitalA X
ReceiverlD PayerB X
CORERuleVersion 220 X
Payload UFINYERBVELSMjAxNCOIwMIOyNCxQ2SUQEMTE BNDkwhDowhid) U04EMTIZNCxGS LxF SUQSMT QoeOT AwDAWMDAWMT AZNUZG X
'IIlI'.lHI'.r rm-data

-
Sef "Confent-Type " header to overwnite this value

Clear Send
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Example of Batch MIME 835 Response to the Request to receive the X12 file:

Status

Requast
headers

Fespanze
headers

Rawr

S6E2c

QC=13AA-10E0-3
Disposition: £

200 0K Loading time: 233 ms.

User-Agent Mozilla/5.0 (Windaws NT 6.1; WOWE4) AppleWebKit'S37 38 (KHTHIL, like Gecko) Chromei38.0.1985 125 Safari/537 38
Orrigin: chrome-ggtenzion thgmioofdaffidnphigeelikafbfojeloo

Content-Type: multiparform-data; boundary=xbCY

Accept "~

Accept-Encoding: gzip, ceflate sdch

Accepi-Language: en-USeng=08

Cookig: JSESSIOMID=84Tnuni7 drej1snoSxoBdeige

Content-Type: mulpanform-oata; bounazny="CEESA00C-13A4-1DED-9023-7BOSE2TEF4TE
Content-Length: 2471

Parsed Response

Open output in new window  Copy to clipboard Save as file Open in JSON tab
CEESSDOC-13A8

205E3TEF47E
~data: nam=="FayloadTyps"

SE3TEFY
47 Dame

—ﬂ.a;: TOCERIlngMode

DEQ-8033-TROSBITEF4 T8
: forp-data; name="TPayloadID"

EF478
~data: pame="Fayloadlength®

-T805B3TEF4TE
~dara; name=

TimaScamp”

033-TE05B3TEF4TE
cro—date: pams="Scnder

S0SE3TEFATE
-data: name="RecsiverID™

3TEF47E
~-data: name="CheckSum”

2d55c873

*ZZ*NCTRACHSBAT *IZ*¥0Ba3 *140721*14
3-TOOSEATEF478

~data; nam=="FErroc{od="

n

g*~*00501*4000010

~T805E3TEF4TE
-data: name="ErrorMessage™

SED0C-15AA-10ED-9033-TE0SESTEFTE—

+HCTRACKSBAT*¥DBa* 20140721 *1456+ 000001063 *X(
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Example of Batch MIME 820 Request to receive the X12 file:

* http://10.20.8.72:8270/nctracks/EDIGateway

GET @®POST PUT PATCH © DELETE HEAD OPTIONS Othar

Raw Form Headers

ent-Type: multipart/form-data; bourn

Rawr Form Files (0) Payload

Add new value Values from here will be URL encoded!

PayloadType X12_835_Reques!_D05010X221A1

ProcessingMode Batch

PaylcadiD f81d4fae-7dec-11d0-a765-00a0d9 1261

TimeStamp 2014-06-03T10:20:342

UserName rsurkanti-dev

Password Ravi-820

SenderiD HospitalA

ReceiverlD . PayerB

CORERuleVersion 220

Paylcad LFINVERBVEUSMjoNCOaNiDyNCxQSUQEMTEESNDkwhDcwMid JUD4EMTIZNCxGS LxF SUQEMT QO TAWMDAWMDAWMTAZNUZG

r art/form-data h
multipart/form-data Set “Content- Type" header to ovenwite this value.

Clear Send
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Example of Batch MIME 820 Response to the Request to receive the X12 file:

Status 200 OK Loading fime: 233 ms
Requast User-Agent: Mozill2/5.0 (Windows NT §.1; WOWE4) AppleWebkit537 38 (KHTML, like Gecko) Chrome38.0. 1985125 Safan/S37.358
haaders Origin: chrome-2stensionthgmiootddfdnphigesllkdfofo e loo

Content-Type: multipartfarm-data; boundan=XoCY

Accept "

Accepi-Encoding: gzip deflate sc
Accepi-Language en-US en
Cookie JEESSIONID=34Tnu

dre[1shoSxoBdelge

Fespanze Content-Type: mulbpartfaorm-data; boundary="CEESEDDC-13454-1DE0-0033-TEDSAITEF4TE
headers Conteni-Lengih; 2471
Rawe Parsed Response

Open output in new windiw vy to clipboard Save as file Open in JSON tab

140721*1456*~*00501* 000001063 0*F* s <G+ HE*HUTRACKSBRI* YDA * 20140721 * 1456 % 000001063 *X 1

Hons

~=CEESEDOC-1 3R~ 10E0-80 3 3-TE0SESTEFATE~~

4.2.7 CAQH-CORE Phase Il and Ill = Submitting 999 Transactions

Users can submit a 999 or TA1 Acknowledgment for the Batch 271, 277, 820, and 835 files
received from NCTracks via SOAP or MIME submission methodologies.

4.2.7.1 SOAP and MIME Attributes for 999 Submission
PayloadType
The Trading Partner must submit one of the following Payload types:

e X12 999 SubmissionRequest 005010X231A1 (used to submit a 999 to NCTracks)
e X12_TA1_SubmissionRequest_005010X231A1 (used to submit a TA1 to NCTracks)

ProcessingMode
The Trading Partner must submit Batch 999 or TAL only.

PayloadID

The PayloadID is used to link request and response files. A unique ID specific to an NCID
should be used that will help identify the response to the request, and the PayloadID should not
be duplicated (see the naming standards in the Payload description below). Note that only one
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PayloadID per message can be used. The PayloadID should be in the ISO UUID format. Please
refer to the XSD and WSDL version 2.2.0, located on the CAQH-CORE website at
http://www.cagh.org/SOAP/WSDL/.

PayloadLength
PayloadLength is for Batch submissions only and should be determined by the Trading Partner.

TimeStamp
The format of the TimeStamp must follow the conventions found at
http://www.w3.org/TR/xmlschemall-2/#dateTime.

An example of a valid TimeStamp is 2014-02-01T10:30:55-00:00.

SenderID
The SenderID should identify the sender. It can be up to 50 alphanumeric characters and
cannot contain spaces.

ReceiverID
Must contain “NCTracks”.

CORERuleVersion
Must contain “2.2.0”.

CheckSum

NCTracks requires the SHA-1 digest for the Payload only calculation for the CheckSum. For
CheckSum naming standards, please refer to the XSD and WSDL, version 2.2.0, located on the
CAQH-CORE website at http://www.cagh.org/SOAP/WSDL/.

Payload

For RealTime submissions, the Payload contains the ASC X12 data for the submission. The
ASC X12 file must be valid with the correct settings in the envelope. Refer to the appropriate
Companion Guide for the submission for the correct settings and NCTracks rules, located at
https://www.nctracks.nc.gov/content/public/providers/provider-trading-partners.html.

For Batch submissions, the Payload contains the name of the ASC X12 batch file, and the file
should be submitted as an attachment. The ASC X12 file must be valid with the correct settings
in the envelope. Refer to the appropriate Companion Guide for the submission for the correct
settings and NCTracks rules, located at
https://www.nctracks.nc.gov/content/public/providers/provider-trading-partners.html.

The ASC X12 file must adhere to the following naming standards.

Naming Standards for X12 Inbound Transactions

e File extensions not accepted:
*.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.dll, *.exe, *.hlp, *.hta, *.inf, *.ins, *.isp,
*js, *.jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.ocx, *.pcd, *.pif, *.pot, *.reg, *.scr,
*.sct, *.shb, *.shs, *.sys, *.url, *.vb, *.vbe, *.vbs, *.wsc, *.wsf, *.wsh, *.zip

e Special characters (for example, hyphen, asterisk, question mark) are not allowed in file
names.

e Zip files are not allowed for SOAP transmittals.
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4.2.7.2 SOAP for 999 Submission

NCTracks has the following submission types for SOAP transmittal. The following screenshots
are examples only. The actual attributes for a SOAP submission are listed in Section 4.2.7.1,
SOAP and MIME Attributes for 999 Submission. A sample 999 Submission SOAP and MIME

client is included in Appendix H.

Example of a Batch Results Acknowledgment Submission Request and Response:

o : o [ <asap:Zavalops snlna ="htop: /v w3 org/ 20 ap-anvalopa” > =
¥[=  <acap:Body-
<wsge:Securlty scap - = |2 <cor:COATEavelop feaulcakok ssicnBaap nacor="hrrp: /o
é <PayloadType-XiZ_| ,_Confi d<,/PayloadTypas
<wEas TaRERAmE - FAVINAAE-Eaddy /Wase [ TaaERaAmes — <ProssasingioderBatshs/ Prosssaingtodes
TwEEe Passwordrval Ld3ila /wase  Fagawords <PayloadIDrd3Zd4fae-Tdec-114d0-a765-00a0d9ledbbd <,/ PayloadIDs
</usse:UsernamaTakans <TimeStamp-R0L4-08-12T16: 49: 422/ Tinegranps
< wase: Secusityr <SendesIDPayerBe/JendesTDr
</ smap: Feaders “RecsiverTDoHospitaldc/ RecsiverThr
<soap:Bodyr ~CORERuleVersionr2. 2.0/ CORERuleVersions
<eor:COREEnvelopeBatchie sul tahokSubmis sions “ErrorCoderSuccesst/ErrorCoder
<PayloadTyperK12_395_Submissionfequest_005010K231A1</ FayloadTypes «ErrorHessagesNones/Erroriessager
<ProcessingioderBatche/ Processinghoder «/cor :COREEnvelopeBatchResul tahckIubmissionResponeer
<PayloadIDvdiZdéfae-Tdec-11d0-a7 65~ 00a0d9le4bbd</ FPayloadIDr ody>
<Bayloadlength>4E7 </ Payloadlength> </ =nap:Enveloper
<TimeStamp>2014-08-12T16:49:102</ TimeStamp>
<SenderID-Ho=pitel A</ Sender 1>
<ReceiverID=PayerB</ReceiverIls
<CORERuleVerzion>2.2. 0¢/ CORERuleVezr sion=
Check b2£354ed 986ba2BfIbaeedll Fébect eldat/ CheckSums
<Payloadscid: 999Batchlile. X12</ Payload™
</ cor :C0REEnvelopeBatchiiesul tahokSubmi saion>
</ scap:Body>
-
[v/al
+ % [ g @
Mame | Content type Sie | Patt Type ContertlD | Cached |
{399 BatchFile.... application/o... 293 099BatchFile.... XOP S90BatchFile.... Il
-
-y | vl

Auth  Headers [0) ! WA Ws-EM

response time: 221ms (853 bytes)

Headers (3)  Attachments (@)

TUE AUG L2 TZ000 EUT Z0THDEBUES 5 -
Tue Aug 1212:51:06 EDT 2004:DEBUG:> > “[\r][\n]"

Tue Aug 1212:51:06 EDT 2014:DEBUG:< < "HTTR/L0 202 Accepted|\r][\n]"
Tue Aug 1212:51:06 EOT 200 4:DEBUG: < <
Tue Aug1212:51:06 EDT 20014:DEBUG: < <
Tue Aug 12 12:51:06 EDT 201 4:DEBUG: < <
Tue Aug 1212:51:06 EDT 2004:DEBUG:« «
Tue Aug 12 12:51:06 EDT 2014:DEBUG: <<
Tue Aug1212:51:06 EDT 200 4:DEBUG: < «
Tue Aug 12 12:51:06 EDT 2014:DEBUG: < <
Tue Aug 12 12:51:06 EDT 2014:DEBUG:< < “[\r][\n]"

Tue Aug 12 12:51:06 EDT 2014:DEBUG: < < "< Tuml version="1.0" encoding="utf-8"7=[\n]"

—-=_Par_30_ZUNUSEI 50 NS0 I000 5 -

"Centent-Length: 8030\ ]M\n]"
“Tvrln]”
*--31309881 - BOF1-EEAZ-B524-0971395503F0 ] [\n] "

“Cantent-Transfei-Encoding: binand\r[\a]"
“Content:10: <AL= [ulln]”

7:21 .
“Content- Type: multipart/related; type="application/zop+xml”; start="<A1>"; start-info="apphcation/soap+=ml’; action="BatchResultsAckSubmitTransaction”; boundary="31 399881 -|
“Content- Type: application/mopexml; charset=UTF-8; type="application/soap=xml"[\ri[un]"
LHATME . - FOREE BlatcbiBaclie Ak} B L n b i
[»]a]

. )
1
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4.2.7.3 MIME for 999 Submission
NCTracks has the following submission types for MIME transmittal. The following screenshots

are examples only. The actual attributes for a MIME submission are listed in Section 4.2.7.1,
SOAP and MIME Attributes for 999 Submission. A sample 999 Submission SOAP and MIME

client is included in Appendix H.

Example of a 999 Batch Results Acknowledgment:

http://10.20.8 72:8270/nctracks/EDIGateway

GET ®POST PUT

Raner Form

Contenc-Type: multipart)

Rawr Form
Add new value  Vaiues from h
PayloadTypsa
ProcassingMods
PayloadID
PayloadLength
TimeStamp

Userdame

FPassword

SenderlD

ReceiverD
CORERulsVersion
CheckSum

Payload

multipart/form-data

FATCH © DELETE HEAD OPTIONS

Headers

{farm—data; boundsry=XbCY

Files (0} Payload
e Wil e URL encodod!
X12_8999_SubmissionRequest_D05010X231A1
Batch
fB1ddfas-Tdec-11d0-a765-00a0d21 ebfal
10240
2007-08-30T10:20:342
ravi-dey
valid3z1
Hospilals
PayerB
220
26342280711 6090f00f26f 3239 TdTh7efG287 007

SAT00" "oo* *ZE"MCTRACKSBAT

Other

*2ZMa20

Set "Content-Type" header fo overwrile this value.

1403137 0209*~*00601*020914628°0°F*|~GS*FA'NCTRACKSBAT*1Q20"201403713

Clear

X
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Example of a 999 Batch Results Acknowledgment response:

Clear Send

Status 200 OK, Loading time: 818 ms

Reguest User-figent: Mozilla/5.0 (Windows NT 8.1, WOWEL) Apple'WebKit'S37 38 (KHTML, like Gecko) Chrome/36.0.1985.125 Safaril537 38
headers Onigin; chrome-extensionimgmioofddidnphrpcellkaforjeloo
Content-Type: multipartform-data: boundan=xbCY
Accept *&
Accept-Encoding: gzip
Accept-Language: en
Cookie: JSEZ3I0MID=54Tnu

& sdch

=08
rr7drej1shoSwBdeige

Response Content-Type: multipartfarm-data; boundary="AB23CF30-2EE3-6C55-393E-FFBEFTSD48ET
headers Content-Length 1029
Raw Parsed Responsa
Open output in ne w Copy to clipboard Save a= file Open in JS0M tab

—-ABZ

Content-Dispasi

F30-2EE8-6C55-393E-FFEEFT SDMEET
ntent-Cdgposition: form-data; name="Receiw

Code highlighting thanks to Code Mimor

4.2.8 SOAP and MIME Error Messages

Username and Password

Trading Partners will use their respective NCID and Password for SOAP and MIME
submissions. The NCID must be provisioned in NCTracks before any real-time or batch
transactions can be submitted. The user will receive an error response if a submission attempt
is made with an invalid NCID and Password. For user provisioning for CAQH-CORE, refer to
Section 2.2.2.3, User Role Setup Instructions. The following table provides a summary of the

error messages that can be received.

Error Code Error Type Error Description Error Message Returned in
SOAP/MIME
HTTP-403 Authentication Invalid Username and Password HTTP-403 — Authentication Failed
Error
HTTP-403 Authentication A valid NCID and Password, but AuthenticateAuthorizeService —
Error not authorized to submit Authentication Passed but Authorization
failed
HTTP-403 Authentication TSN not Active AuthenticateAuthorizeService —
Error Authentication Passed but Authorization
failed
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Error Code Error Type Error Description Error Message Returned in
SOAP/MIME
HTTP-403 Authentication TSN not affiliated with NPI AuthenticateAuthorizeService —
Error Authentication Passed but Authorization

failed

HTTP-400 Bad Request Invalid TSN Invalid TSN (Should be 4 Chars)
<<Payload from request>>

HTTP-400 Bad Request Invalid NPI or Atypical ID Invalid PID (Length of the PID should be

less than or equal to 10 Chars) <<Payload
from request>>

HTTP-400 Bad Request Invalid PayloadType SchemaValidationScope-Error Occurred
during Schema Validation
HTTP-400 Bad Request Invalid PaymentDate Invalid Payment Date (Should be less

than or equal to 90 days from the Current
Date) <<Payload from request>>

HTTP-200 Bad Request No file found Receiver — No Files Found Specific to
Corresponding Input
HTTP-400 Bad Request Payment Date outside the date Invalid Payment Date (Should be less
range allowed than or equal to 90 days from the Current

Date) <<Payload from request>>

4.2.8.1 SOAP Error Message Examples
Example of an invalid Username and Password message:

% Request 4 ' i = 2 =
=@ O hittp:/710.20.8.72:8270/ nctracks/EDIGateway ®
Flrsse:Security xmlns:wsse="http://docs.casis-open.org/wss/2004/01/0asis-200( N =

[= <wsse:UsernameToken>

<wsse:Username>ravindar-reddy</wsse:Usernsme>

Rauy | XML

<wsse:Password>walid32i</ wsse:Fasswords

v
Rawy | XML
0 mmm

n
B
o
L1
"
v

</usse:UsernameToken>
wsse:Secuzityr

joap:Header> =
liap:Body>
£l <cor:COREEnvelopeBatchResultsRetrievalRequest>
<PayloadType-X12_535_Request 005010X221A1</PayloadType> =

<ProcessingMode>Batch</ProcessingModer
<PaylosdID>£71d4fae-Tdec-11d0-2765-0020c91e6b12</ PayloadlD>
<PayloadLength>467</Payloadlength>
<TimeStamp>2014-07-16T10:20:34Z</ TimeStamp>
<SenderID>HospitalA</SendexID>
<ReceiverIDPayerB</ReceiverID>
<CORERuleVersion>2.Z.0</CORZRuleVersions
<Payload><! [CDATA [UF1NVEREVEU&M] AxNCOWNL0yNCxOSUCENTAYN] CwNDY sUENCOLNS
</cor:COREEnvelopeBatchResultsRetrievalRequest>

S0RB/WSDL/CORERuleZ 2 0.wsdl">HTTP-403 - Buthentication Failed</wfe:invokeFault>

ioap:Body>

4]

Auth  Headers () Attachments (0) WS-A  WS-RM Headers (3) Attachments (0)
response time: 485ms (606 bytes) 14:10

Tue Aug1212:41:17 EDT 2014:DEBUG:> > "PYMTDATE:2014-06-24,PID:50264046, TSN:SRHI" =
Tue Aug1212:41:17 EDT 2014:DEBUG:> > "[\r][\n]"
Tue Aug1212:41:17 EDT 2014:DEBUG:> > "[\r][\n]"

10"

Tue Aug1212:41:17 EDT 2014:DEBUG:> > "------ =_Part_51_457123963.1407861676896--"

Tue Aug 1212:41:17 EDT 2014:DEBUG: << "HTTP/1.0 403 Forbidden[\r][\n]"

Tue Aug 1212:41:17 EDT 2014:DEBUG: < < "Content-Type: multipart/related; boundary="E088E512-A1EC-8B19-3679-81C354902B0B"; type="application/soap+xml"; action=GenericBatchRetrieval Transaction[\r]
Tue Aug 1212:41:17 EDT 2014:DEBUG: < < "Content-Length: 606[\r][\n]"

Tue Aug 1212:41:17 EDT 2014:DEBUG: < < "[\r][\n]"
Tue Aug1212:41:17 EDT 2014:DEBUG: < < "--ED8BE512-A1EC-8B19-3673-81C354802BDB\r][\n]"

L ———" D
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Example of a User with a valid NCID and Password, but not authorized to submit:

2 Request 4 Ff B
» =@ 0 if B | http://10.208.72:8270/netracks/EDIGateway [+] % + @
g Hrsse:Security xmlns:wase="http://docs ocasis-open org/wss /200470 ﬁ = |
% |0 <wsse:UsernameTokens =B
5| <wsse:Username>ravi-dev</wsse:Username> 'z (2
= wsse: >valid32l</wsse: =

</wsse:UsernsmeToken>

‘wsse:Security>

iozp:Header> B
Eliap:Eody>
[l <cor:COREEnvelopeBatchResultsRetrievalRequest>
<PayloadType>X12Z_835_Request_005010X221A1</PayloadType> =]

L">RuthenticatehuthorizeService - Authenticstion Passed but Authorizetion Failedk

<ProcessingMode>Batch</ProcessingMode>
<PayloadID>£71ddfae-Tdec-11d0-2765-00a0cSledbli</PayloadID>
<Payloadlength>4§7</PayloadLength>
<TimeStamp»2014-07-16T10:20:342</TimeStamp>
<SenderID>Hospitalks/SenderID>

<ReceiverID>PayerB</ReceiverID>

<“CORERuleVersion>Z.2.0</CORERulsVersion>

<Payload><! [COATA[UF1NVERBVEU &M ] AxNCOWNL0 yNCxQSUQENTAYN | QwNDY s VENOOLNS
</cor:COREEnvelopeBatchResultsRetrievalRequest>

ioap:Body>

| T — bE | L

Headers (3) Attachments (0)

Auth Headers (0) Attachments (0} WS-A  WS-RM

11:168

respanse time: 5329ms (651 bytes)

Tue Aug 1212:44:12 EDT 2014:DEBUG:>> "- _Part_52_2044141545.1407861852526--" s
Tue Aug 12 12:44:12 EDT 2014:DEBUG:>> "[\r][\n]"

Tue Aug 12 12:44:17 EDT 2014:DEBUG: << "HTTP/1.0 403 Forbidden[\r][\n]"

Tue Aug 1212:44:17 EDT 2014:DEBUG: <« "Content-Type: multipart/related; boundary="58765781-3BD7-CF42-3DBD-8CE0TL54A86D"; type="application/seap+xml"; action=GenericBatchRetrievalTransaction[\r][\n]"
Tue Aug 12 12:44:17 EDT 2014:DEBUG: <« "Content-Length: 651[\r][\n]"

Tue Aug 1212:44:17 EDT 2014:DEBUG: << "[\r][\n]"

Tue Aug 1212:44:17 EDT 2014:DEBUG: < < "--58765781-3BD7-CF42-3DBD-8CE07154 ABED[\r][\n]"

Tue Aug 1212:44:17 EDT 2014:DEBUG: < < "Content-type: application/soap+xml; action="GenericBatchRetrievalTransaction"[\rl[\n]"

Tue Aug 1212:44:17 EDT 2014:DEBUG: << "[\r][\n]"

Mg Aua 12 12:44:17 ENT A014NERNIG £ < "< Pyl versinn="1 0" encading="14f-8" 7>\ nl"

Examples of an invalid NPI or Atypical ID:

http://10.20.8.72:8280/ nctracks/EDIGateway

/v wB . 0xg/ 2003/ 05/ s0ap

»
va

[ Raw ] XmL

ns:corm"htTp://wne

Elip:Header>
3 Elisse:Security xmlns

as5is-200401-ws.

http://docs.oasis-open.org/wss/2004/01
UsernameTcoken>
<wsse:Usernamestbréoas/wsse:Username>

£l <ws:

<usse:Password>valid135</wsse:Password>
</wase:UsernameToken> =]
wsse:Security>
roap:Header>
Elap:Body> =]
E] <eor:COREEnvelopeBatchResultsRetrievalRequest> Invalid PID(Length of the DID Should be less than or equal to 10 Chars) 1653327530,
<PayloadType>X12_835_Request_005010X221A1</PayloadType>
<ProcessingModerBatch</ProcessingMode>
<PayloadID>£71d4fae—7dec-11d0-a765-00a0c3ledblz</PayloadID>
<!--Opticnal:-->
<PayloadLength>467</Fayloadlength> | PYMTDATE:2014-06-28,PID:16593867530, TSN :ZKZ| l

<TimeStamp>2014-08-27T10:20:342</TimeStamp>

<SenderID>Hospitald</SenderID>
<ReceiverID>PayerBe</ReceiverID>
<CORERuleVersion>2.2_0</CORZRuleVersion>
<Payload><! [COATA [UFLNVERBVEUSH ] AxNCOWNL0yOCKOSUCEMTY 10THAN] c1MaASVINOOLpLTkk=1]
</cor:COREEnvelopeBatchResultsRetrievalRequests

102p:Body> -
T y =]

»:Envelope>

Name Content type | Size Part Type ContentlD

T ———— e
Auth Headers (0) Attachments (0) WS-A WS-RM Headers (3) ;

response time: 110ms (681 bytes)

11:188
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Example of an invalid PayloadType

s0

Request 4 '_

ar

=R E0 http://10.20.8 72:8280/nctracks/EDIGateway

=0
&

[l <soap:Envelope xmlns:scap="http://www w3 org/2003/05/soap-envelope” xmlns
=]
=]
=]

<scap:Header>

<wsse:Security mlns:wss

http:/fdocs oasis-open.org/wss/2004/01/cas

Raww | XML

<wsse:UsernameToken>
<wsse:Usernamertbtdoa</wsse:Username>
<wsse:Passwordsvalidl35</wsse:Passwords
</wsse:UsernameToken>

</fwsse:Security>

</spap-Header>

=]

=]

<scap:Bedy>
<cor:COREEnvelopeBatchlesultsRetrieval Requests
<PayloadType>X12_835_Request_005010¥218A1</PayloadTypes
<ProcessingModerBatch</Processingtodes
<PayloadID-£71d4fae-Tdec—11d0-a765-00a0c31efbl2</PayloadIDs
<I--Optional:==>
<PayloadLength>487</Payloadlengths
<TimeStemp>2014-08-27T10:20:342</TimeStamp>
<SenderID-Hospitall</SenderID>
<ReceiverID>PayerB</ReceiverID-
<CORZRuleVersicn>Z. 2.0</CORERuleVersion>
<Payload><! [COATA [UF1NVEREVEU &M3 AxlC 0wy 0:xMCxGSTUG EMTY L0THAN] clMy,
</cor:COREEnvelopeBatchlesultsletrieval Requests
</spap:Body>

</spap:Envelope>

YA

[ Raw’| XML

DR

[oN ol o]

2le? 2 0._wsdl">SchemaValidationSeope-Errer Occurred during Schema Validation</wfe:inveks

Hame [ content type Size Type ContentlD

Auth Headers (0) Attachments (0) WS-A  WS-RM 1115 Headers

IMS Property

response time: 113ms (635 bytes)

12:17

Example of an invalid PaymentDate:

i e i

s E 0. e

= ae a8 ‘ http://10.20.8.72:8280/nctracks/EDIGateway

Ehrlope xmlns:soap=~http

[Clzaders

B:Security smlns

Elre:UsernameTok
-1

/v . wd . 0xg/2003/05/ s0ap-

lope® xmlns:corm

e="http://docs.oasis-open.org/wss/2004/01/0asis-20040

[ Raw | ML

/waze

2
sse:UsernameToken>
ecurity>

Password>validl35</wsse:Password>

:Header>
El30dy>

[l :COREEnvelopeBatehResultsRetrieval Request>
PayloadType>X12_835_Request_005010X221A1</PayloadType>
ProcessingMode>Batch</ProcessingMode>
PayloadID>£71d4fae-Tdec-11d0-2765-0020c91e6bl2 </ PayloadID>
<I--Opt -

i

=]

2d-Invalid Payment Date (Should be less than or egual to 30 days from the Current Date)Z2014-0f-28

zPayloadLength>467</FayloadLength>

PYMTDATE:2014-05-

[

8

P

ID:1659386753, TSN:ZKZ| )

*TimeStamp>2014-08-27T10:20:34Z</ TimeStanp>
sSenderID>HospitalA</SenderID>

*ReceiverID>PayerB</ReceiverID>

sCORERuleVersions2_Z.0</CORZRulsVersions

2Payload><! [COATA [UFLNVERBVEUEM] AXNCOMNSO0 yOCKQSUQEMIYLOTMAN ] c1MyxUTU04 €Wk
>r:COREEnvelopeBatchResultsRetrievalRequest>

"

T

Name Contenttype | Size |

Auth Headers (0) Attachments (0) WS-A  WS-RM

response time: 127ms (691 bytes)

11:188
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Example of no file found:

if Requestd

# = E 00 i W |hitp://10208.72:8280/nctracks/EDIGateway [+]
< |2l Envelope xmlns:soap="http:// F :

E Chip:Header>

Hisse:Security mmlr

Raw

[l <wsse:UsernameToke:
<wsse:Username>tbrdoa</wsse:Username>
<wsse:Dassword>validl35</wsse:Dassword>
</wsse:UsernameToken>
wase:Security>
1oap:Header>

Ehap:Body>

El <cor:COREEnvel

<PayloadType>X12_835 Request_005010X221A1</PayleadType>
ingMode>Batch</ i
<PayloadID>£71d4fae-Tdec-11d0-a765-00a0c91e6b12</PayloadID>
<l--Optional:-->
<PayloadLength>467</Payl
<TimeStamp>2014-08-27T10:20:34Z</TimeStamp>
<SenderID>Hospitalh</SenderID>

BatchResultsRetrievalR T

dLength>

| Raw | 3L
Domom

<ReceiverID>PayerB</ReceiverID>

<CORERuleVersion>Z.Z.0</CORERuleVersion>
! [CDATA [UF 1NVERBVEU €M3 AxNCOWNL
elopeBatchResulrsRerrievalRequest>

CxOSUQEMTY10THAN] c1MyxUU04 6k tasQ

soap:Body>
»:Envelope>

CORERuleZ.Z.0.wsdl">Receiver-NO Files Found Specific to Corresponding Input</wfe:§

Auth Headers (0) Attachments (0) WS-A  WS-RM 5 P
response time: 1801ms (629 bytes)

4.2.8.2 MIME Error Message Examples

PYMTDATE:2014-06-28,PID:165693867563, TSN:ZKZI )
o |+
*a ®
Name | Content type | Size ‘ Part ‘ Type | ContentlD
[»
12: 3

Example of invalid Username and Password message:

Status 403 Forbidden Loading time: 511 ms
Request User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWE4) AppleWebKit/'537 .36 (KHTML, like Geckao) Chromes/36.0.1985.143 Safari/537.36
headers Origin: chrome-extension:/hgmloofddffdnphigcellkdfofojeloo
Content-Type: multipartform-data; beundary=xbCY
Accept: */*
Accept-Encoding: gzip,deflate sdch
Accept-Language: en-US en;g=0.8
Cookie: JSESSIONID=57po0kngz7 1k1gzoew39gn8eg
Response Content-Type: application/octet-stream
headers Content-Length: 32
Raw Parsed Response

Open output in new window Copy to clipboard Save as file Open in JSON tab

HITP-403 - RZuthentication Failed

Code highlighting thanks to Code Mirror
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Example of a User with a valid NCID and Password, but not authorized to submit:

Status 403 Forbidden Loading time: 390 ms
Request User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/36.0.1985.143 Safari/537.36
headers Origin: chrome-extension:/hgmloofddffdnphfgcellkdfofojeloo

Content-Type: multipartform-data; boundary=XbCY

Accept: *f*

Accept-Encoding: gzip,deflate sdch
Accept-Language: en-US en;q=0.8
Cookie: JSESSIONID=57po0kngz7 1k1gzoew39gn8eg

Response Content-Type: application/octet-stream
headers Content-Length: 32
Raw Parsed Response

Open output in new window Copy to clipboard Save as file Open in JSON tab
HITP-403 - Ruthentication Failed

Code highlighting thanks to Code Mirror

Example of an invalid NPI or Atypical ID:

Open output in new window Copy to clipboard Save as file Open in JSON tab

——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="PavlcadIyvpe™

COREEnvelopeError
——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="ProcessingMode™

Batch
——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="PaylcadID"

fildifae-Tdec-11d0-a765-00a0d91e6fbl
——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="TimeStamp"

2014-08-27T18:25:382
——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="SenderID"

Hospitalk
——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="ReceiverID"

PayerB
——2CD90EBE-3DDE-5800-32BC-244FaCE90606
Content-Disposition: form-data; name="CCRERuleVersiocn"™

]
2.2.0

-~ 2CDO0EBE-3DDE-5800-32BC-244F&CE90606
Content-Disposition: form-data; name="ErrorCode”™

Payload
--2CD90EBE-3DDE-5800-32BC-244F6CR9D606
Content-Disposition: form-data; name="ErrcrMessage”

2014-06-28, Inwalid PID(Length of the PID Should ke less than cor equal toc 10 Chars) 16593867530, ZKZI
--2CD90EBE-3DDE-5800-32BC-244F6CR 90606 -~
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Example of an invalid PayloadType:

Raw Parsed Response

Open output in new window Copy to clipboard Save as file Open in J50N tab

—-5892FR07-T837-56B6-0BAT-0DF7928D2972
Content-Disposition: form-data; name="PaylocadIlype"

COREEnwvelopeError
—-5892FR07-T837-56B6-0BAT-0DF7928D2972
Content-Disposition: form-data; name="ProcessingMode™

Batch
—-5892FR07-T837-56B6-0BAT-0DF7928D2972
Content-Disposition: form-data; name="PayloadID™

fgldifae-Tdec-11d0-a7465-0080d491ebbl
—-5892FR07-T837-56B6-0BAT-0DF7928D2972
Content-Disposition: form-data; name="Time3tamp™

2014-08-28T14:068:202
—-5892FR07-T837-56B6-0BAT-0DF7928D2972
Content-Disposition: form-datar; name="3enderID"”

PayerB
—-5892FR07-T837-56B6-0BAT-0DF7928D2972
Content-Disposition: form-data; name="ReceiverID"

Hospitalk

—-SE892FR07-TE37-56B6-0BAT-0DFT798D2972
Content-Disposition: form-data; name="CORERuleVersion”
2.2.0

—-SE892FR07-TE37-56B6-0BAT-0DFT798D2972
Content-Disposition: form-data; name="Errocrlode™

Sender
—-SE892FR07-TE37-56B6-0BAT-0DFT798D2972
Content-Disposition: form-data; name="ErrcrMessage”

[Error]instance f£ile line:-1: cwvc-elt.l:The element 'error' is wrong
HNo corresponding declaration iz found in schema

--5892FR0T-TE837-56B6-0BAT-0ODFTIED29T2E—-
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Example of an invalid PaymentDate:

Open output in new window Copy to clipboard Save as file Open in JSON tab

--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="PayloadIype”

COREEnwvelopeError
--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="ProcessingMode™

Batch
--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="PayloadID™

fildifae-Tdec-11d0-a7485-00a0d491edfbl
--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="TimeStamp™

2014-08-27T18:20:122
--3R61706D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="SenderID"

HospitalRk
--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="ReceiverID"

PayerB
--3R61706D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="CORERuleVersion™

2.2.0

--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="ErrcrCode™

Payload
--3R617068D-68E0-F2CB-2396-33EB1B98ECAD
Content-Disposition: form-data; name="ErrorMessage”

Invalid Payment Date({Should be less than or equal to 90 days from the Current Date)2014-05-28,1659386753,ZKZI

--3R61706D-68E0-F2CB-23596-33EB1B9SECAD -~
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Example of no file found:

Raws Parsed Response

Open output in new window Copy to clipboard Save as file Cpen in J50N tab

——FC137A3C-8E3D-DE3T-FIEEB-TE6DEEEOETF2
Content-Disposition: form—data; name="Payloadlype"

COREEnvelopeError
——FC137A3C-8E3D-DE37-F3IEB-T26D6EEOETF2
Content-Disposition: form—data; name="ProcessingMode™

Batch
——FC137A3C-8E3D-DE37-F3IEB-T26D6EEOETF2
Content-Disposition: form—data; name="PaylocadID™

f8ldifae-Tdec-1140-a765-00a0d91ebbl
——FC137A3C-8E3D-DE37-F3IEB-T26D6EEOETF2
Content-Disposition: form—data; name="Time3tamp"

2014-08-27T18:33:442
——FC137A3C-8E3D-DE37-F3IEB-T26D6EEOETF2
Content-Disposition: form—data; name="353enderID”

PayerB
——FC137A3C-8E3D-DE37-F3IEB-T26D6EEOETF2
Content-Disposition: form-data; name="ReceiverID”

Hospitallk
——FC137A3C-8E3D-DE37-F3IEB-T26D6EEOETF2
Content-Disposition: form—data; name="CORERuleVersion"”

- .
l‘;:ﬂun

——FC137A3C-8E3D-DE37-F3EB-726D6EE0ETE2
Content-Disposition: form—data; name="ErrorCode™

Receiver
——FC137A3C-8E3D-DE37-F3EB-T26D6EEOBTF2
Content-Disposition: form—data; name="ErrocrMessage™

HO Files Found Specific to Corresponding Input
——FC137A3C-8E3D-DE37-F3EB-T26D66EOBTF2—-
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5. Contact Information

5.1 EDI TECHNICAL ASSISTANCE
Phone: 1-800-688-6696, option #1

Email: NCMMIS EDI SUPPORT@csgov.com

Website: http://www.nctracks.nc.qov/provider/index.html

Companion Guides: http://www.nctracks.nc.gov/provider/quides/index.html

5.2 PROVIDER/TRADING PARTNER ENROLLMENT

Currently Enrolled Provider (CEP), Billing Agent Enroliment
Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

Website: https://www.nctracks.nc.gov/provider/providerEnroliment/

NCTracks Enrollment
Phone: 1-800-688-6696

Email: NCTracksprovider@nctracks.com

Website: https://www.nctracks.nc.gov/content/public/providers/provider-enrollment.html

5.3 CONNECTIVITY AND OTHER TECHNICAL ISSUES
Phone: 1-800-688-6696, option #1

5.4 WEB PORTAL ISSUES
Phone: 1-800-688-6696, option #2

5.5 SECURITY AND PRIVACY ISSUES

Phone: 1-800-688-6696, option #1
(Please inform the help desk that you have a question or concern relating to privacy or security.)

Email: ncmmissecurity@csgov.com
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The TSN referenced in the following tables is provided by NCTracks after the Trading Partner

6. Control Segments / Envelopes

completes the Trading Partner Agreement (TPA).

6.1 ISA-IEA

Sender and Receiver Codes

Transaction

ISA06

(Interchange Sender ID)

(Interchange Receiver ID)

270 batch Transaction Supplier Number (TSN) NCTRACKSBAT
270 interactive Transaction Supplier Number (TSN) NCTRACKSREL
276 batch Transaction Supplier Number (TSN) NCTRACKSBAT
276 interactive Transaction Supplier Number (TSN) NCTRACKSREL
834 batch Transaction Supplier Number (TSN) NCTRACKSBAT
837D batch Transaction Supplier Number (TSN) NCTRACKSBAT
837D interactive Transaction Supplier Number (TSN) NCTRACKSREL
8371 batch Transaction Supplier Number (TSN) NCTRACKSBAT
837l interactive Transaction Supplier Number (TSN) NCTRACKSREL
837P batch Transaction Supplier Number (TSN) NCTRACKSBAT
837P interactive Transaction Supplier Number (TSN) NCTRACKSREL

6.2 GS-GE

Sender and Receiver Codes

Transaction

GS02

(Application Sender’s Code)

(Application Receiver’s Code)

270 batch Transaction Supplier Number (TSN) NCTRACKSBAT
270 interactive Transaction Supplier Number (TSN) NCTRACKSREL
276 batch Transaction Supplier Number (TSN) NCTRACKSBAT
276 interactive Transaction Supplier Number (TSN) NCTRACKSREL
834l batch Transaction Supplier Number (TSN) NCTRACKSBAT
837D batch Transaction Supplier Number (TSN) NCTRACKSBAT
837D interactive Transaction Supplier Number (TSN) NCTRACKSREL
8371 batch Transaction Supplier Number (TSN) NCTRACKSBAT
837l interactive Transaction Supplier Number (TSN) NCTRACKSREL
837P batch Transaction Supplier Number (TSN) NCTRACKSBAT
837P interactive Transaction Supplier Number (TSN) NCTRACKSREL

NCTracks supports sending multiple transaction types in the same ISA/IEA. Each transaction

type must be within a separate GS level.

NCTracks does not support multiple ISA/IEA submissions in the same file. It will create a TA1 or

F-File as described in Section 7, Acknowledgments and Reports.

NCTracks expects a segment terminator (~) at the end of each segment, as defined in
Section B.1.1.2.5, Delimiters of all (837P, 837D, 8371, 270/271, 276/277, 834) TR3 documents.
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In addition:
e NCTracks does not accept Carriage Return (CR), Line Feed (LF), or Carriage Return
Line Feed (CRLF) characters as segment terminators.

o NCTracks will accept files with or without Carriage Return Line Feed (CRLF) characters,
but if the CRLF character is sent, a segment terminator is still required.

e There should not be any spaces or any junk characters after the end of the IEA segment.

Files without a segment delimiter, with an unidentified segment terminator, or with spaces after
the IEA segment will receive a negative TA1 and will not be processed.

6.3 ST-SE

NCTracks has no requirements for the contents of the ST and SE segments other than those
specified in the Type 3 Technical Reports (X12 Implementation Guide) published by ASC X12N.
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7. Acknowledgments and Reports

7.1 ASC X12 ACKNOWLEDGMENTS

7.1.1 Negative Interchange Acknowledgment (TAl) Negative File Transfer Status
(F-File)

A file containing one of these responses will be returned only when a negative response is
necessary because the file cannot be processed any further by the NCTracks translation
engine. If this response is produced, a submitter will generally receive the response within

2 hours after the file is uploaded to NCTracks.

o Negative Interchange Acknowledgment (TA1) is returned only if the interchange control
(ISA/IEA) structure validation fails AND if a TA1 was requested (inbound ISA14 = ‘1").
The TAL1 may be returned only in response to a 5010 request.

 If a TA1 was not requested (inbound ISA14 # ‘1’) and the ASC X12 interchange control
(ISA/IEA) structure fails validation, a text file is returned instead with the negative File
Transfer Status (F-File). The F-File may be returned in response to ASC X12 5010.

Important Note: The TAL Interchange Acknowledgment as implemented in NCTracks contains
no values specific to NCTracks requirements or processing. Specifications for the TAL1 Segment
are published in the ASC X12C/005010X231 Implementation Guide Acknowledgment for Health
Care Insurance (999).

7.1.2 Response Specific Information

The contents of the response file will vary based on the requested transaction type and may
also contain one or more interchange controls (ISA/IEA) within a single file.

Implementation Acknowledgment (999) (5010 Only)

An Implementation Acknowledgment (999) transaction is returned to report the status of the
Functional Group and each Transaction set it contains. It is generally available within 4 to
24 hours, unless the Interchange was rejected.

The 999 Implementation Guide Acknowledgments as implemented in NCTracks contain no
values specific to NCTracks requirements or processing. Readers of this document are directed
to the Type 3 Technical Report ASC X12C/005010X231 Implementation Acknowledgment for
Health Care Insurance (999).

7.1.3 Preadjudication Editing

277 Health Care Information Status Notifications (Unsolicited) (U277)
In response to a 5010 real-time 837 Transaction Set, a 277 Health Care Information Status
Notification (U277) Transaction Set is returned to report the status of each claim, generally
within seconds, unless the Interchange or Functional Group was rejected.

Refer to the NCTracks Transaction Information Companion Guide for an overview of the
NCTracks implementation of the ASC X12N/005010X212 277 Health Care Information Status
Notification.
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7.1.4 Acknowledgment Examples

7.1.4.1 Acknowledgments — Accepted

Accepted Transaction and Functional Group (5010 Only): 999 Implementation
Acknowledgments

The 999 reports an accepted Functional Group. It contained one Transaction Set, an 837. The
999 is returned in response to all version 5010 transactions.

ISA*00*  *00* *ZZ*NCTRACKSBAT *ZZ*348T  *130522*1648*"*00501*164837519*0*P*|
GS*FA*NCTRACKSBAT*348T*20130522*1648*164837519*X*005010X231A1
ST*999*4001*005010X231A1

AK1*HC*1*005010X222A1

AK2*837*0001

IK5*A

AK9*A*1*1*1

SE*6*4001

GE*1*164837519

IEA*1*164837519

7.1.4.2 Acknowledgments — Rejected

1. Negative File Transfer Status: F-File

The F-File shows how rejected files are reported when rejection occurs at the first processing
step.

Incomplete ISA segment

(W) Editing of USER1-090101083030-00-ISA-00-.x12 will not continue

**+ F|LE REJECTED ***

Other messages that can be sent within the “F-file” are:

*+ F|LE REJECTED: RECORD COUNT EXCEEDS CURRENT LIMITATIONS ***

**+ F|LE REJECTED: FILE SUBMISSION COUNT EXCEEDS CURRENT LIMITATIONS ***

2. TAl Interchange Acknowledgment: Rejected Interchange

ISA*00*  *00* *ZZ*NCTRACKSBAT *ZZ*5103  *130422*1350*"*00501*131120150*0*P*:
TA1*001530207*130214*1503*R*023

IEA*0*131120150

3. Rejected Transaction and Functional Group (5010 Only): 999 Implementation
Acknowledgments

The 999 reports a rejected Transaction Set. Because there were no accepted Transaction Sets,
the Functional Group is also rejected. The 999 is returned in response to all version 5010
transactions.

ISA*00*  *00* *ZZ*NCTRACKSBAT *ZZ*8030  *130422*1403**00501*140343402*0*P*|
GS*FA*NCTRACKSBAT*8030*20130422*1403*140343402*X*005010X231A1

ST*999*140343402*005010X231A1

AK1*HC*1824*005010X222A1
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AK2*837*1824
IK3*REF*11*2010*8
IK4*2*127*6*561102056
IK5*R*5

AKO*R*1*1*0
SE*8*140343402
GE*1*140343402
IEA*1*140343402

4. Rejected Claim (Real-time 5010): 277 (Unsolicited) Claim Status
However, a claim was rejected, as reported in the U277 that follows the 999. The 277U is
returned in response to version claims in batch and real-time claims.
ISA*00*  *00* *ZZ*NCTRACKSREL *ZZ*837P  *130507*1536*-*00501*270000088*0*T*:
GS*HN*NCTRACKSREL*DIRECT CONNECT*20130507*153628*270000088*X*005010X212
ST*277*270000088*005010X212

BHT*0010*08*270000088*20130507*153628*DG

HL*1%+20*1

NM1*PR*2*NCTRACKS****P[*NCTRACKS

HL*2*1*21*1

NM1*41*1*DirectConnect*DirectConnect****46*Dire

HL*3*2*19*1

NM1*1P*2*PHY SICIAN****XX*1972807352

HL*4*3+22*0

NM1*IL*1*LAST*FIRST*M***MI*122582454L

TRN*2%1212

STC*F2:21*20130507**150.00*0*20130507

REF*1K*1312700000880000

REF*EJ*1212

DTP*472*RD8*20130301-20130301

SVC*HC:99215*150.00*.00%***1,000

STC*F2:91:82%20130507***++£2:145:82

DTP*472*RD8*20130301-20130301

SE*19*270000088

GE*1*270000088

IEA*1*270000088

7.1.5 Acknowledgments for Batch Transactions

Acknowledgments (999) to inbound Eligibility (270), Claim Status Inquiry (276), Enrollment
(834), and Claims (837 I, P, D) transactions are generally available within 24 hours.
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7.2 REMITTANCE ADVICE

NCTracks produces remittance advices (835) on a weekly processing cycle basis as an
acknowledgment to 837 and NCPDP claims submitted. The Checkwrite cycle for NCTracks is
published at the following website: https://medicaid.ncdhhs.gov/.
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8. Additional Trading Partner Information

8.1 IMPLEMENTATION CHECKLIST

Trading Partners must have a signed and approved Trading Partner Agreement (TPA). Trading
Partners submitting inbound transactions must be certified using the NCTracks Trading Partner
Testing Portal. For additional checklists, visit the following websites:

http://www.nctracks.nc.gov/

http://ncmmis.ncdhhs.gov/communication.asp

8.2 TRANSMISSION EXAMPLES

Trading Partners should refer to the X12 standards documents and NCTracks transaction
companion guides for examples or information regarding control segments and envelopes. The
companion guides are available at the following website:

http://www.nctracks.nc.gov/provider/quides/index.html

8.3 TRADING PARTNER AGREEMENT

EDI Trading Partner Agreements ensure the integrity of the electronic transaction process. The
Trading Partner Agreement is related to the electronic exchange of information, whether the
agreement is an entity or a part of a larger agreement, between each party to the agreement.

For example, a Trading Partner Agreement may specify, among other things, the roles and
responsibilities of each party to the agreement in conducting standard transactions.

8.4 FREQUENTLY ASKED QUESTIONS

1. Who are classified as Trading Partners that are required to be certified in the
Trading Partner Testing Portal?

Trading Partners who are classified as clearinghouses, billing agents, VANs, and LMEs
(DMH) who will be submitting one or more of the following inbound transactions: 837 (I, P,
and D), 270, 276, and 834l.

2. Are providers other than Clearinghouses, Billing Agents, and VANs also required
to be certified in the Trading Partner Testing Portal?

No, only clearinghouses, billing agents, and VANs who will be submitting claims on behalf of
providers will need to be certified in the Trading Partner Testing Portal. However, any
individual or organization providers who may be submitting these inbound transactions
without using clearinghouses or billing agents should be certified in the Trading Partner
Testing Portal.

3. Inwhich transactions will Trading Partners need to be certified in the Trading
Partner Testing Portal?

Trading Partners will need to be certified in any of the following transactions that they are
planning to submit in NCTracks:

e 270 — Eligibility

e 8371 — 837 Institutional

e 837P — 837 Professional
e 837D - 837 Dental
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10.

11.

12.

e 276 — Claims Status
e 834| — Benefit Enrollment and Maintenance

Will the NCPDP D.0 transactions be certified through the Trading Partner
certification process in the Trading Partner Testing Portal?

No. The switch vendors will be performing the testing of D.0 outside of the Trading Partner
Testing Portal; these transactions are not included in the Trading Partner Testing Portal and
the Trading Partner certification process.

Do Trading Partners need to be certified in both 4010 and 5010 inbound
transactions?

Trading partners need to be certified only in 5010 since NCTracks supports only 5010
transactions.

Do Trading Partners need to be certified in the Trading Partner Testing Portal to
receive outbound transactions such as 835, 820, etc.?

No. However, this information is required during the enrollment process via the Provider
Portal.

Is the Trading Partner certification process dependent on the EVC registration
process for Billing Agents?

No. These tasks can run in parallel, and EVC registration is not required to be completed
before the Trading Partner certification begins.

After Trading Partners are certified, do they need to submit the transactions into
NCTracks as part of the certification testing?

No.

Can a Trading Partner sign up and be certified in the Trading Partner Testing
Portal without an email address?

No. This is a prerequisite for Trading Partners to sign up and be certified in the Trading
Partner Testing Portal.

How will Trading Partners be invited?

Invites will go out to Trading Partners via email from the Trading Partner Testing Portal. The
outreach letter to all Trading Partners will be sent to the mailing address by the State
Provider Communications team.

Will Trading Partners be trained on the Trading Partner Testing Portal?

No. This is because the Trading Partner Testing Portal is a self-service portal and has
Trading Partner Testing Portal user guides that can be used to complete the certification
process.

Should the TPA be signed before Trading Partners are certified?

Yes. Trading Partners who will be participating in the Trading Partner certification process
will electronically sign the TPA in the Trading Partner Testing Portal.
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13.

14.

15.

16.

17.

18.

19.

How will Trading Partners access the Trading Partner Testing Portal?

After the Trading Partner’s contact information is uploaded into the Trading Partner Testing
Portal, the Trading Partner will receive a hyperlink, user ID, and password to the Trading
Partner Testing Portal.

Will Trading Partners receive reminders on the certification process?

Yes. Automatic reminders from the Trading Partner Testing Portal will be sent to the Trading
Partner’s email address.

Will Trading Partners be notified when certified successfully?

Yes; after all the tasks in the Trading Partner Testing Portal are completed successfully, an
automatic notification will be sent by the Trading Partner Testing Portal for each program.

In which programs will Trading Partners enroll to become certified?

All Trading Partners should be enrolled under all the inbound programs in the Trading
Partner Testing Portal. If this information can be easily obtained before the invites from the
Trading Partner Testing Portal go out to Trading Partners, then only the selected Trading
Partners for each transaction will be notified to become certified in the respective
transactions.

What are the steps for Trading Partners to become compliance certified?

¢ Receive the invites from the Trading Partner Testing Portal.

o Update Trading Partner’s profile and enroll into the program using the logon and
password provided on the invites.

e Sign the TPA manually in the Trading Partner Testing Portal.

e Use the Companion Guide and the guidelines document posted in the Trading Partner
Testing Portal.

e Submit test files for the programs in which the Trading Partner is enrolled.

e Log any issues via the Trading Partner Testing Portal, or call or email the CSRA EDI
helpdesk.

e Become certified in the Trading Partner Testing Portal using the test files submitted into
the portal.

o Fill out surveys sent out through the Trading Partner Testing Portal.

Will CSRA provide an EDI helpdesk phone number or email address to receive any
issues?

The EDI helpdesk phone number is: 1-800-688-6696, option #1, and the email address is:
NCMMIS_EDI_SUPPORT@csgov.com. The subject of the email should be “TRADING
PARTNER TESTING” so that it is directed to the correct mailbox folder. This support will be
available from 9:00 a.m. to 5:00 p.m. EST.

Where will the Companion Guides for all the transactions be posted?

The Companion Guides for all the inbound transactions have been posted at the following
location:

http://www.nctracks.nc.qgov/provider/quides/index.html

For the Trading Partner certification process, the Companion Guides will be posted in the
Trading Partner Testing Portal in the “Reference Material” section of the portal.
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20

21.

22.

. What if Trading Partners have not completed their certification before Go-Live?

The Inbound X12 transactions submitted by Trading Partners will be rejected by the
NCTracks EDI process and will not be processed.

Do Trading Partners or individual providers need to be certified or sign the TPA if
they submit X12 transactions through the DirectConnect portal?

No.

Do the terms ETIN (Electronic Transmitter Identification Number) and TSN
(Transaction Supplier Number) mean the same or do they have different
meanings?

These terms are synonymous and are used interchangeably in the Connectivity Guide and
Companion Guides.

8.5 OTHER RESOURCES

8.5.1 NCTracks Fiscal Agent

Information about a variety of topics essential to NCTracks providers and their Business
Associates, including topics such as provider enroliment, training, and establishing and using
the various communication channels for exchanging electronic claims and related transactions,
is publicly available at:

http://www.nctracks.nc.gov/provider/index.html

8.5.2 Other Useful Websites

The registry for the NPI (National Provider Identifier) is the National Plan and Provider
Enumeration System (NPPES), at:

http://nppes.cms.hhs.gov/INPPES/Welcome.do
Other resources pertaining to the National Provider Identifier:

http://www.cms.hhs.gov/NationalProvidentStand/
Implementation Guides and Non-medical code sets are at:

http://store.x12.org/

The HIPAA statute, Final Rules, and related NPRMS (Notices of Proposed Rulemaking)
are available at:

http://www.cms.hhs.gov/HIPAAGenInfo/

http://aspe.hhs.gov/datacncl/adminsim.shtml

Information from CMS about ICD-9 and ICD-10 codes:
http://www.cms.hhs.gov/ICD9ProviderDiagnosticCodes/01 overview.asp#TopOfPage
http://www.cms.hhs.gov/ICD9ProviderDiagnosticCodes/08 1CD10.asp#TopOfPage
Quarterly updates to the HCPCS code set are available from CMS at:
http://www.cms.hhs.gov/HCPCSReleaseCodeSets/

CPT-4, or Level 1 HCPCS, is maintained and licensed by the American Medical Association
and is available for purchase in various hardcopy and softcopy formats from a variety of
vendors.
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« Information at the federal level about Medicaid can be found at:

http://www.cms.hhs.gov/home/medicaid.asp
e The CMS online Manuals system includes Transmittals and Program Memoranda at:

http://www.cms.hhs.gov/Manuals/
o Place of Service Codes maintained by (CMS) online:

http://www.cms.gov/PlaceofServiceCodes/
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Appendix A. Ipswitch Tested FTP Clients

A.1 SUPPORTED SECURE FTP/SSH (AND SCP2) CLIENTS
MovelT DMZ has been tested against and fully supports the following secure FTP clients using
FTP over SSH:
e OpenSSH sftp for *nix (free command-line, Unix — including Linux and BSD, password
and client key modes)
e OpenSSH for Windows (free command-line, Windows, password and client key modes)
e OpenSSH sftp for Mac (preinstalled command-line, Mac, password and client key modes)

e OpenSSH sftp for z/OS (part of IBM Ported Tools for z/OS, z/OS 1.4+, password and
client key modes)

e Putty PSFTP (command-line, Windows, password and client key modes)

e WS_FTP (GUI, Windows, version 7.0 and higher; version 7.62 has a compression-related
bug that prevents it from uploading large, highly compressible files)

¢ BitKinex (GUI, version 2.5 and higher, Windows)
e F-Secure SSH (command-line, 3.2.0 Client for Unix, password and client key modes)
o FileZilla (GUI, Windows)

e SSH Communications SSH Secure Shell FTP (GUI, Windows, password and client key
modes; requires setting number of transfers to 1)

e SSH Tectia Connector (Windows)

e SSH Tectia Client (Windows, AlX, HP-UX, Linux, Solaris)

e J2SSH (free Java class — requires Java 1.3+)

o Net:SFTP — Net::SSH::Perl (free Perl module for Unix)

e MacSSH (GUI, Mac, password mode only)

¢ Fugu (free GUI, Mac, password mode only)

o Cyberduck (free GUI, Mac, password and client key modes)

e Rbrowser (GUI, Mac, password mode only)

e Transmit2 (GUI, Mac, password and client key modes)

e gftp (GUI, Linux, password and client key modes)

e Magnetk LLC sftpdrive (Windows “drive letter”, password mode only)
e South River Technologies "WebDrive” (Windows “drive letter”, password mode only)
e Cyclone Commerce Interchange (Solaris, client key mode only)

o Stairways Software Pty Ltd. “Interarchy” (Mac “local drive” and GUI, password mode
only)

e Miklos Szeredi’'s “SSH FileSystem,” also known as “SSHFS” (*nix “mount file system”
utility, password and client key modes; requires OpenSSH and FUSE)

e Tumbleweed SecureTransport (4.2+ on Windows, batch, various)
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A.2 SUPPORTED SECURE FTP SSL CLIENTS

MovelT DMZ has been tested against and fully supports the following secure FTP clients using
FTP over SSL:

MovelT Freely (free command-line)
MovelT Buddy (GUI)
MovelT Central (w/Admin)

WS_FTP Professional and WS_FTP Home (GUI, version 7 and higher, Windows)
(version 12 and higher)

General Information — Client Support

SmartFTP (GUI, version 1.6 and higher, Windows)

SmartFTP (free GUI, version 1.0 and higher, Windows)

Cute FTP Pro (GUI, version 1.0 and higher, Windows)

BitKinex (GUI, version 2.5 and higher, Windows)

Glub FTP (GUI, Java 2.0 and higher)

FlashFXP (GUI, version 3.0 and higher)

IP*Works SSL (API, Windows, version 5.0)

LFTP (free command-line, Linux, Unix, Solaris, AlX, etc.)

NetKit (command-line, Linux, Unix, Solaris, etc.)

SurgeFTP (command-line, FreeBSD, Linux, Macintosh, Windows, Solaris)
C-Kermit (command-line; v8.0+, AlX, VMS, Linux, Unix, Solaris)

AS/400 native FTPS client (OS/400 minicomputer)

z/OS Secure Sockets FTP client (z/OS mainframe)

TrailBlaxer ZMOD (OS/400 minicomputer)

NetFinder (GUI, Apple)

Sterling Commerce (batch, various)

Tumbleweed SecureTransport (4.2+ on Windows, batch, various)

Cleo Lexicom (batch, various)

bTrade TDAccess (batch, AlX, AS/400, HP-UX, Linux, MVS, Solaris, Windows)

cURL (command-line, AIX, HP-UX, Linux, QNX, Windows, AmigaOS, BeOS, Solaris,
BSD, and more)

South River Technologies “WebDrive” (Windows “drive letter” — requires passive, implicit,
and ‘PROT P’ options)

Stairways Software Pty Ltd. “Interarchy” (Mac “local drive” and GUI)
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Appendix B. Web Interface

B.1 MOVEIT WIZARD INSTALLATION

The first time a user signs on to the NCTracks MFT system, the system will recognize that the
MovelT Upload/Download Wizard is not installed and will navigate the user to a page from
which they can install the Wizard or choose to disable it.

B.1.1 Wizard Requirements

The Upload/Download Wizard has two versions: an ActiveX control, which is only usable by
Internet Explorer 7.0 or higher running on Windows, and a Java applet, which can be run on
most browsers that support Java applets.

The ActiveX version of the Upload/Download Wizard is available only when using Internet
Explorer version 7.0 or higher. In addition, Internet Explorer MUST be configured to accept
SIGNED ActiveX controls and run JavaScript, and users working with Internet Explorer must
manually click a Yes button to download/accept/install the Upload/Download Wizard ActiveX
control. Under Windows Vista/Windows 7 with IE7 or later, the ActiveX version also requires the
user to mark their MovelT DMZ site as an |IE Trusted Site to take full advantage of Wizard
capabilities such as multiple-file download.

The Java version of the Upload/Download Wizard requires the Sun Java2 version 1.5 or higher
runtime environment. Java applet support MUST be enabled in the browser, as well as
JavaScript support. Finally, the user must click the Yes or Always button when asked whether
they wish to trust the Upload/Download Wizard applet. (Warning: the Java version does not
currently run under IE7 and above; use the ActiveX version instead.)

B.1.2 Firewall and Proxy Server Issues

Some firewalls or proxy servers block the “Transfer-Encoding: chunked” header used by the
Upload Wizard. When the Upload Wizard detects this situation, it reverts to a different upload
protocol. (This alternative protocol is not used by default, because it does not allow compression
or the creation of .zip files.) If you have software or network devices that block “Transfer-
Encoding: chunked” headers, and find that the MovelT Wizard is not able to detect this, you can
force the Upload Wizard to use the alternative protocol by creating a value in the registry of the
computer that is running Internet Explorer.

Run RegEdit and navigate to HKEY_CURRENT_USER\Software\Standard
Networks\MovelTUploadWizard. (If this key does not exist, create it.) Then create a DWORD
value named ForceNonLumpHashMode and give it a value of 1. This will force the Upload
Wizard to use the less-efficient but more widely accepted alternative upload protocol.

December 2018 87



NC DHHS NCTracks Companion Guide
Trading Partner Information ASCX12N005010

B.1.3 Internet Explorer

Internet Explorer users will be sent to the ActiveX Wizard Installation page, which gives options

to install the ActiveX Wizard, disable it, or disable it and install the Java Wizard.

Upload/ Download Wizard Status:
The Upload/Download Wizard is Installed and Enabled [ for this session anly)

# Change Upload/Downhpad Wizard ]
The Wizard is Disabled | for this sessip

Exhibit B-1. Wizard Status

If you select “Try to install”, you will be sent to a page that will attempt to download the ActiveX
control. This may take several seconds. You may need to alter your browser’s security settings
to permit signed ActiveX controls to be installed in order to successfully complete the process.

If you select “Disable”, you will not be prompted to install the ActiveX Wizard again unless you
explicitly request it via the Account Options page. If you select “Disable (this session only)”,
during the next browser session, a link to install the Wizard will display.

A dialog may appear, stating that installation of an ActiveX control was blocked. Click OK on

this dialog. Click the (usually yellow) banner at the top of the page to access a popup menu and

select the Install ActiveX Control option.

i Anternes Explor =101 %/

pr—————

g v |e hios pewitch com = &= 4l x|y 2 -
cFavortes |4 £ Sugoered Sies v B FreeMotmal £ Web Sice Galary v

€5 1pswich MOVER Support: Dale Ncheks (Ipswy | B - W+ Pages Zafaty e Tooke e

B This websie warks to nstall the folowany @d-on: MOVER DMZ UplosdiDownload Wizard from Toswetch, Jhc.”. IF you trust the mebsite and the add-on and want to x
nstal it, chk here.. .

MOVE(#® supportsite

Signed ooto Ipswitch MOVEIt Support 25 Dale Nickels (Ipswitch) (dale)

Great Support

My Account | Sign Out

Find File/ Foldar-

§ tame & My Account (Dale Nickels (Ipswitch))
2 Grous %
5:;32# Inst _!x The UploadDownioad Wizard was NOT nstalied on your computer,

“ Logs

‘_ F;Ei'.l,l,t:',

@ Settings

Exhibit B-2. ActiveX Control Block of Wizard Installation
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/7 Epswit ch MOVER Support: Dale Nckels (1pswitch) - Windows Internet Explorer

: =101
mv I ey ——r—c Y e I s

o Favortes | 1 B Sapeiad s s P Freatctnel £ Wb Skx Galey -

8 Tpawiich MOVER Support: Diske Nichals (Ipsatch) | ' Rp - Bl - - Bame Saletys Todse e
B This wetsie warks Lo install the foboing add-on: MOVER DNZ UpkoadiDownioad Wezaed from Tpseitdh, Ine.'. If you b @ oo 2o the adbon aeot and 1 -
nstal &k, cick here, ., Install This Add-on for 4 Users on Thes Coorputer .,
What's the Risk?
¥
MOVE {# support site Gttt
Signec onto Tpswitch MOVER Support 35 Dale Nickels (Ipswitch) (dale),
® tome & My Account (Dale Nickels (Ipswitch))
& Uzary
& Grop:
3 Eolders - :
® packe Installing Upload/Download Wizard
D ogs
‘ Reports The UploadDowniodd Wizard abows you 10 uplodd/downioad files faster, upload/downiond mettiple fles
@ Ssttings at once, 2ip/unzip fes on the Ty and perform intageity chacks 1o ensure file non-repudiation, The ACtiveX
UploadDownload Wizard requires Fternet Explorer
Font e/ tokber: The Upload/ Downdoad Wizard did nat install
7 Dissbis the Wizard -
[ Fand Film 1 7 Dimble the Wizard £ far this sessan ool

J.

Exhibit B-3. Enable ActiveX Wizard Install

Next, a dialog with a yellow shield will display (this indicates that the Upload/Download Wizard
ActiveX control has been cryptographically signed and validated). Click the Install button.

7 1pyentch MUVER suppaort; Dale Mickels (Ipswitch) - Windows Inbernet Explorer

=10l x]
m' |£ hittps: Jimovsta pport. pswitchooom moveit fuman, sspefangL2 jﬂlb 4| K |."_','|,|-_-_-,_I b -
Fie Ed Y Fgeoites  Toos  Help

S Favorkes |25 B Suggesed Shes = B | FrecMotmal @) Wb Sios Gelery -

()} Ipswkch MCHER Segport: Dok Nickeb fpaich) | | Ky el -0 e B Sofetys Todke e

MOVE {# support site E

Great Support.

Interniek Explorer - Security Warning

x|

My Account | Sign Out
8 - h))

8 soous e gnm
D rocoges

< Logs @ itk Pl From the Intmmast can be Lissful, this Fle typs can poberiially harm
& roports your computer, Only instal sof bware from publisherns you brust. 'What's the righ?

upload)downicad multiple files
e nor-repudiation, The Actie

Upload; Taowndoad Wizard requires bnternet Explorer.

Find Fila/ Folder:

Exhibit B-4. ActiveX Wizard Install

After you complete these extra steps, the Wizard should automatically finish installing.

December 2018 89



NC DHHS NCTracks Companion Guide
Trading Partner Information ASCX12N005010

B.1.4 Internet Explorer 7.0 or Higher

If you are running Internet Explorer 7.0 on Windows Vista, you may need to perform an extra
step before you can use all the features of the Wizard, such as the ability to download multiple
files at once. This extra step is to add any MovelT DMZ site with which you communicate into
your Internet Explorer list of “Trusted Sites”.

To change your security settings in this way, double-click the “Internet” label (with the globe) at
the bottom of your IE browser window.

€D mternet ESUTREN

Exhibit B-5. Access Security Settings

An Internet Security Properties dialog will display. Click the “Trusted sites” icon (the green
checkmark) and then click the Sites button. A list of existing trusted sites will display, and the
NCTracks MFT site will be listed in the “Add this website to the zone” text box. Click the Add
button to finish trusting the NCTracks MFT site, and use the Close and OK buttons to dismiss
the dialog.

Internet Security Properties ﬂﬂ

Security |

Select a zone to wiew ar change security setkings,

@ € v O

Internet Local intranet  JiiEs=nl=l=  Restricted
sites

Trusted sites =
ites |
4 This zone contains websites that vou =

W trustnotto damage your compuker or
your files,

Exhibit B-6. Access Security Trusted Site Settings

When complete, you should see a “Trusted sites” label (with a green checkmark) in place of the
“Internet” label (with the globe) at the bottom of your |IE browser window.

S| [ Trusted sites ST

Exhibit B-7. Confirmed Trusted Site

B.1.5 Other Browsers

The first time a user signs on to the NCTracks MFT site with a browser other than Internet
Explorer (e.g., Firefox), the NCTracks MFT site will display a slightly different page with a link to
install the Java Upload/Download Wizard. The Java Upload/Download Wizard is a component
similar to the ActiveX Wizard, designed for environments that cannot run ActiveX controls. The
choices are similar to those for the ActiveX Wizard. If Java is not installed, the user can simply
select “Disable” to avoid being prompted to install the Java Wizard in subsequent sessions.
Java can be downloaded from the Sun Java website.
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B.1.5.1 Install the Java Wizard

Installation of the Java Upload/Download Wizard is generally performed automatically by the
browser. You will initially be presented with the following window, asking if you want to run the
applet. Click the Run button to allow the Java Wizard to run. Selecting the “Always trust
content...” checkbox is also recommended.

Security Inform: x|
The application's digital signature has been verified. «
Do you want to run the application? | =’ |
Mame: MOYEIRWizardlava

Publisher: Ipswitch Inc

From: https: i fmoveitsuppart.ipswitch, com

W &lways trust cantent From this publisher,

Run Cancel

This application will run with unrestricted access which may put
your persanal information at risk, The publizher's identity has been More Information,..
verified, Run this application only if ywou trost the publisher,

Exhibit B-8. Java Wizard Install

B.2 WEB INTERFACE - UPLOAD/DOWNLOAD WIZARD

The NCTracks MFT MovelT Upload Wizard gives web users a faster method to transfer files
over the web than the usual web transfers performed via the built-in “upload” button, through the
use of compression-on-the-fly. The Upload Wizard provides integrity checking; it proves that the
file or files that were just uploaded to the server are exactly the same as the files that exist on
your local hard drive.

As previously discussed, there are two versions of the Wizard: ActiveX and Java. However, the
versions look and behave similarly.

B.2.1 Upload Wizard
1. Start the Upload Wizard.

The NCTracks MFT MovelT Upload Wizard will be presented as an option to users who
have downloaded the Wizard and enabled it via the My Account page. It will appear on all
pages from which uploads are normally permitted. To start the Wizard:

a. Select the folder into which you want to upload files.
b. Click the “CLICK HERE to Launch the Upload Wizard...” link.

2. Select the files to be uploaded to the NCTracks MFT MovelT Upload Wizard.
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MOYEit Upload Wizard - Upload to Distribution / Im
Pleaze drop files inta the list belaw, :
“ovE i—’ or uge the buttons to the right. ekl e |
wizard
Add Folder

Filename | Size | Modified |

CATEMPACodewright32. zip 3407 937 2006-04-19 16:58
é M emt > Cancel

Exhibit B-9. Upload Wizard File Selection

Files to be uploaded can be selected in several different ways:

e Click the Add File button and double-click files from the navigation to select individual
files.

e Click the Add File button and CTRL-click files from the navigation to select multiple files

from the same folder.

e Click the Add Folder button and select a folder to recursively upload.

o Drag and drop files and/or folders from an Explorer window onto the list of files in the
Wizard.

Note: Selected files do not need to be from the same directory — the Upload Wizard can
handle files from several different directories and/or drives at the same time.

Click the Next > button to continue.

3. Under “Choose Upload Options”, select “Upload files individually”. When this option is
selected, each file will be logged on the NCTracks MFT MovelT Upload Wizard with a
separate file ID. Do not compress more than one file in a zip file. Although the NCTracks
MFT MovelT Upload Wizard will allow you to do so, the NCTracks system will reject the
file and place it in the “Reject” folder.
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MOYEit Upload Wizard - Upload to Distribution / Image

Chooze Upload Options

“qurl;? £+ Upload files individually

wiza " Upload al files a5 one .zip
™ lgnore subfolders

Motes: IF'::ussiI:ule corporate logos

[™ Prompt for "Upload 45" names and notes
[T Close wizard when done

é < Back M et >

Cancel

Exhibit B-10. Upload Wizard File Options

Selecting the “Close Wizard when done” checkbox will cause the Wizard to close itself when

the transfer is complete.
Click the Next > button to begin the transfer.

When the transfer begins, a progress bar will appear, indicating the portion of the
transfer that has been completed. When the transfer is complete, a transfer summary

will display.

MOYEit Upload Wizard - Upload to Distribution / Image

@ Tranzfer complete. Integrity werified on all files.

Tranzferred 2 filez in 1 zeconds [29.91 KB/zec).
Fress O, to cloge thiz window and wiew the Transfer Report,

I ——

) 0K |

Exhibit B-11. Upload Wizard Progress Bar
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B.2.2 Download Wizard

The NCTracks MFT MovelT Download Wizard gives web users a faster method to transfer files
over the web. It also provides the ability for users to download more than one file at a time. In
addition, the Download Wizard displays the progress of transfers using a progress bar and
provides Open File, Open Folder, and Unzip File buttons when transfers are complete. Finally,
the Download Wizard provides integrity checking; it proves that the file or files that were just
downloaded from the server are exactly the same as the files that exist on the server.

1. Start the Download Wizard. The NCTracks MFT MovelT Download Wizard is
automatically invoked when you select a Download link. It is also invoked when you click
the Download button on the File List page.

2. In the first displayed dialog, either Open or Save the file. “Opening” the file means the
file will be downloaded to a temporary directory, and after successful completion, the
associated application (based on file extension) will be run without any further
prompting. “Saving” the file means that you will be prompted for a directory into which
the file should be placed. The associated application will not be run automatically.

File Download |

'ou are about to dovwnload a file.
File name: abc.txt

Fram: Distribution/Dizt]

‘whould yau like to open the file, or gave it to your computer’?

"Opening’ a file means downloading it to a kemporan directary, and then running
the azzociated program, if arm.

Save Cancel

[T automatically opendzave files like thiz [*.kt] from now on Configure |

Exhibit B-12. Download Wizard Options

Select the "Automatically open/save files like this from now on” checkbox to prevent this
dialog from appearing for files with the same extension in the future. The Configure button
allows you to configure how files with a given extension are handled. The configuration
dialog is also available via the Account Options page.

3. Select the download destination. If you choose Save, the Download Wizard asks for the
folder into which the download should be saved as well as the file name to use. If an
existing file of the same name already exists in this location, you will be asked if you
want to overwrite the existing file.
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Select the destination filename 2lx|
Save it I@tmp j & ek ER-

@ Morelmages
=] PontduGard. gif

My Documents

"

tdy Computer

File name: '-.-"irtuaIF'I:Z-"-.-"F'I:ZEI:I[I-'lEi F1U j Save I
Save a3 type: IAII Files j Cancel |

Exhibit B-13. Download Destination Selection

4. When the transfer begins, the Download Wizard will display a progress bar, the size of
the download, the amount currently downloaded, an estimate of the transfer speed, and
an estimate of the amount of time required to complete the download.

MOYEit Download Wizard

MOIET®

Downloading:
YirtualPC-AYPC20045P1 Update. zip [File [0 172636951)

|

Eztimated time left: 3 second: [Got 13,027 008 of 25,769,490 bytes]

Dawrload tar: C:hmptirtualPCAPC20045P1 Update. zip
Tranzfer rate: 4261.33 KBz

=

Exhibit B-14. Download Wizard Progress Bar

When the download is complete, the integrity of the downloaded file will be checked. This
ensures that the file just downloaded is completely identical to the file on the server. At least
three buttons will also be displayed if the transfer was successful:

e Open — Opens the file just downloaded, using any file associations currently available.
e Open Folder — Browses to the folder into which the file was downloaded.

e Close — Closes the Download Wizard immediately.
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MOYEit Download Wizard
@ Tranzfer complete. [ntegrity verified on all files.

Dowrloading
YVirtualPCAWPC20045P1 Update. zip [File 1D 172696951

et il el i

Eztimated time left: Done.  [Got 25,769,430 of 25,763,430 bytes]

D owrload b C:hmpthitualPCAPC20045P1 Update. zip
Transfer rate; 87318 EBfzec

é Unzip Open Open Eaolder Cloze

Exhibit B-15. Download Wizard Transfer Complete Options
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Appendix C. 270 SOAP and MIME Samples

C.1 270 SOAP BATCH SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmIns:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
soap:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>tstesgstr</wsse:Username>
<wsse:Password>valid123</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor.COREEnNvelopeBatchSubmission>
<PayloadType>X12_270_Request_005010X279Al1</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>f71d4fae-7dec-11d0-a765-00a0c91e6bfl</PayloadlD>
<PayloadLength>467</PayloadLength>
<TimeStamp>2014-02-03T10:20:34Z</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverID>PayerB</Receiver|D>
<CORERuleVersion>2.2.0</CORERuleVersion>
<CheckSum>a5bd32e185234250c719fe1b634fbc01ddf6d696</CheckSum>
<Payload>cid:Dummy270file-batchl.txt</Payload>
</cor:.COREEnvelopeBatchSubmission>
</soap:Body>
</soap:Envelope>
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C.2 270 SOAP REAL-TIME SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmins:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
soap:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>tstesgstr</wsse:Username>
<wsse:Password>valid123</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor:COREEnNvelopeRealTimeRequest>
<PayloadType>X12 270 _Request _005010X279Al1</PayloadType>
<ProcessingMode>RealTime</ProcessingMode>
<PayloadID>f71d4fae-7dec-11d0-a765-00a0c91e6bfl</PayloadlD>
<TimeStamp>2014-02-04T10:20:34Z</TimeStamp>
<SenderID>HospitalA</Sender|D>
<ReceiverID>PayerB</ReceiverlD>
<CORERuleVersion>2.2.0</CORERuleVersion>
<Payload><![CDATA[***Valid RealTime ASC X12 transaction embedded here****]]></Payload>
</cor:COREEnNvelopeRealTimeRequest>
</soap:Body>
</soap:Envelope>
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C.3 270 MIME BATCH SAMPLE

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12_270_Request_005010X279A1
--XbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
--XbCY
Content-Disposition: form-data; name="PayloadID"

a2ld4fae-7dec-11d0-a765-00a0d91e6fab
--XbCY
Content-Disposition: form-data; name="PayloadLength"

10240
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20:34Z
--XbCY
Content-Disposition: form-data; name="UserName"

tstcaquat2
--XbCY
Content-Disposition: form-data; name="Password"

Test@2014
--XbCY
Content-Disposition: form-data; name="SenderID"

HospitalA
--XbCY
Content-Disposition: form-data; name="Receiver|D"

PayerB
--XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="CheckSum"

022bf518a245234c5¢c23c4351b75df51078cl7ea
--XbCY
Content-Disposition: form-data; name="Payload"

[***Valid RealTime ASC X12 transaction embedded here****]
--XbCY--
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C.4 270 MIME REAL-TIME SAMPLE
Content-Type: multipart/form-data; boundary= XbCY

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12 270 _Request_005010X279A1
--XbCY
Content-Disposition: form-data; name="ProcessingMode"

RealTime
--XbCY
Content-Disposition: form-data; name="PayloadID"

f81d4fae-7dec-11d0-a765-00a0d91e6fab
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2014-02-18T10:30:02Z
--XbCY
Content-Disposition: form-data; name="UserName"

NCID
--XbCY
Content-Disposition: form-data; name="Password"

Password
--XbCY
Content-Disposition: form-data; name="SenderID"

SenderlD
--XbCY
Content-Disposition: form-data; name="ReceiverID"

NCTracks
--XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="Payload"

Valid Batch ASC X12 transaction embedded here
--XbCY--
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Appendix D. 276 SOAP and MIME Samples

D.1 276 SOAP BATCH SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmIns:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
soap:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>ravindar-reddy</wsse:Username>
<wsse:Password>valid321</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor.COREEnNvelopeBatchSubmission>
<PayloadType>X12_276_Request_005010X212</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>f81d4fae-7dec-11e0-alb3-00a0d81lelef7</PayloadID>
<PayloadLength>467</PayloadLength>
<TimeStamp>2014-08-13T20:36:32Z</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverID>PayerB</Receiver|D>
<CORERuleVersion>2.2.0</CORERuleVersion>
<CheckSum>a5bd32e185234250c719fe1b634fbc01ddf6d696</CheckSum>
<Payload>cid:Dummy276file-batch.txt</Payload>
</cor:.COREEnNvelopeBatchSubmission>
</soap:Body>
</soap:Envelope>
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D.2 276 SOAP REAL-TIME SAMPLE

<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
soapenv:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>ravindar-reddy</wsse:Username>
<wsse:Password>valid321</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soapenv:Header>
<soapenv:Body>
<ns1l:COREEnvelopeRealTimeRequest xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<PayloadType>X12 276 Request_005010X212</PayloadType>
<ProcessingMode>RealTime</ProcessingMode>
<PayloadID>59a33e23-990f-4f3d-8dd2-afd329a8f2ae</PayloadID>
<TimeStamp>2014-08-07T14:53:30Z</TimeStamp>
<SenderID>DMLR</SenderID>
<ReceiverID>NCTRACKS</ReceiverID>
<CORERuleVersion>2.2.0</CORERuleVersion>
<Payload><![CDATA[****Valid RealTime ASC X12 transaction embedded here****]]></Payload>
</ns1l:COREEnvelopeRealTimeRequest>
</soapenv:Body>
</soapenv:Envelope>
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D.3 276 MIME BATCH SAMPLE

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12_276_Request_005010X212
--XbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
--XbCY
Content-Disposition: form-data; name="PayloadID"

f81d4fae-7dec-11d0-a765-00a0d91e6fa7
--XbCY
Content-Disposition: form-data; name="PayloadLength"

10240
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20:34Z
--XbCY
Content-Disposition: form-data; name="UserName"

vghantpl
--XbCY
Content-Disposition: form-data; name="Password"

valid121
--XbCY
Content-Disposition: form-data; name="SenderID"

HospitalA
--XbCY
Content-Disposition: form-data; name="Receiver|D"

PayerB
--XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="CheckSum"

2ef22f4ced8858f738496ae9a506f3f992ee5863
--XbCY
Content-Disposition: form-data; name="Payload"

****\/alid RealTime ASC X12 transaction embedded here****
--XbCY—
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D.4 276 MIME REAL-TIME SAMPLE

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12_276_Request_005010X212

--XbCY

Content-Disposition: form-data; name="ProcessingMode"
RealTime

--XbCY

Content-Disposition: form-data; name="PayloadID"

f81d4fae-7dec-11d0-a765-00a0d91e6fbl
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20:34Z
--XbCY
Content-Disposition: form-data; name="UserName"

vghantpl
--XbCY
Content-Disposition: form-data; name="Password"

valid121
--XbCY
Content-Disposition: form-data; name="SenderID"

HospitalA
--XbCY
Content-Disposition: form-data; name="ReceiverID"

PayerB
--XbCY

Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="Payload"

****\/alid RealTime ASC X12 transaction embedded here****

--XbCY—
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Appendix E. 999 Request SOAP and MIME Batch Samples

E.1 999 REQUEST SOAP BATCH SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmIns:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
soap:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>ravindar-reddy</wsse:Username>
<wsse:Password>valid321</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor:.COREEnvelopeBatchSubmissionAckRetrievalRequest>
<PayloadType>X12_ 999 RetrievalRequest 005010X231Al1</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>f81d4fae-7dec-11e0-alb3-00a0d8lelef7</PayloadID>
<PayloadLength>467</PayloadLength>
<TimeStamp>2014-08-03T10:20:34Z</TimeStamp>
<SenderID>HospitalA</SenderID>
<Receiver|ID>PayerB</ReceiverlD>
<CORERuleVersion>2.2.0</CORERuleVersion>
</cor:COREEnvelopeBatchSubmissionAckRetrievalRequest>
</soap:Body>
</soap:Envelope>
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E.2 999 REQUEST MIME BATCH SAMPLE
Content-Type: multipart/form-data; boundary= XbCY

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12 999 SubmissionRequest_005010X231A1
--XbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
--XbCY
Content-Disposition: form-data; name="PayloadID"

a8ld4fae-7dec-11d0-a765-00a0d91e6fa?
--XbCY
Content-Disposition: form-data; name="PayloadLength"

10240
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2014-02-18T10:30:02Z
--XbCY
Content-Disposition: form-data; name="UserName"

NCID
--XbCY
Content-Disposition: form-data; name="Password"

Password
--XbCY
Content-Disposition: form-data; name="SenderID"

SenderID
--XbCY
Content-Disposition: form-data; name="ReceiverID"

NCTracks
--XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="CheckSum"

06df47b20dabbf5851f7bd51d4798a056726f3d1
--XbCY
Content-Disposition: form-data; name="Payload"

Valid Batch ASC X12 transaction embedded here
--XbCY—
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Appendix F. 835 SOAP and MIME Batch Samples

F.1 835 REQUEST SOAP BATCH SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmIns:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
soap:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>rsurkanti-dev</wsse:Username>
<wsse:Password>Ravi-920</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor.COREEnNvelopeBatchResultsRetrievalRequest>
<PayloadType>X12_835_Request_005010X221Al</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>f71d4fae-7dec-11d0-a765-00a0c91e6bl2</PayloadlD>
<!--Optional:-->
<PayloadLength>467</PayloadLength>
<TimeStamp>2014-02-03T10:20:34Z</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverID>PayerB</Receiver|D>
<CORERuleVersion>2.2.0</CORERuleVersion>
<!--Optional:-->
<CheckSum>a5bd32e185234250c719fel1b634fbc01ddf6d696</CheckSum>
<!--Optional:-->
<Payload><![CDATA[UFINVERBVEUBMjAXNCOwWNiOXOSxQSUQB6MDEYMzQ1Njc40SxUU046MTIZNCXGSUXFSUQBEMTQWODQWMDAWMTAWM
DIyMEZG]]></Payload>
</cor:COREEnvelopeBatchResultsRetrievalRequest>
</soap:Body>
</soap:Envelope>
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F.2 835 REQUEST MIME BATCH SAMPLE

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12_820_ Request_005010X218A1
--XbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
--XbCY
Content-Disposition: form-data; name="PayloadID"

f81d4fae-7dec-11d0-a765-00a0d91e6fbl
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2014-06-03T10:20:34Z
--XbCY
Content-Disposition: form-data; name="UserName"

rsurkanti-dev
--XbCY
Content-Disposition: form-data; name="Password"

Ravi-920
--XbCY
Content-Disposition: form-data; name="SenderID"

HospitalA
--XbCY
Content-Disposition: form-data; name="ReceiverID"

PayerB
--XbCY

Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="Payload"

UFINVERBVEUBM]AXNCOWNiIOYNSXxQSUQG6NTAYNjQWMzQwWMCxUU046MTIzNCxGSUXFSUQBEMTQXO

TAWMDAWMDAWMDkzOEZG
~-XbCY--
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Appendix G. 820 SOAP and MIME Batch Samples

G.1 820 REQUEST SOAP BATCH SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmIns:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
soap:mustUnderstand="true">
<wsse:UsernameToken>
<wsse:Username>rsurkanti-dev</wsse:Username>
<wsse:Password>Ravi-920</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor.COREEnNvelopeBatchResultsRetrievalRequest>
<PayloadType>Request_File_List 820</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>f71d4fae-7dec-11d0-a765-00a0c91e6b13</PayloadlD>
<!--Optional:-->
<PayloadLength>467</PayloadLength>
<TimeStamp>2014-06-03T10:20:34Z</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverID>PayerB</Receiver|D>
<CORERuleVersion>2.2.0</CORERuleVersion>
<!--Optional:-->
<Payload><![CDATA[UFINVERBVEUB6MjAXNCOWNiIOXOSxQSUQ6MDEYyMzQ1Njc40SxUU046MTIzNA==]]></Payload>
</cor:COREEnvelopeBatchResultsRetrievalRequest>
</soap:Body>
</soap:Envelope>
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G.2 820 REQUEST MIME BATCH SAMPLE

--Xbcy
Content-Disposition: Form-Data; Name="Payloadtype"

X12_820_Request_005010x218al

--Xbcy

Content-Disposition: Form-Data; Name="Processingmode"
Batch

--Xbcy

Content-Disposition: Form-Data; Name="Payloadid"

F81ld4fae-7dec-11d0-A765-00a0d91e6fbl
--Xbcy
Content-Disposition: Form-Data; Name="Timestamp"

2014-06-03t10:20:34z
--Xbcy
Content-Disposition: Form-Data; Name="Username"

Rsurkanti-Dev
--Xbcy
Content-Disposition: Form-Data; Name="Password"

Ravi-920
--Xbcy
Content-Disposition: Form-Data; Name="Senderid"

Hospitala
--Xbcy
Content-Disposition: Form-Data; Name="Receiverid"

Payerb
--Xbcy
Content-Disposition: Form-Data; Name="Coreruleversion"

2.2.0
--Xbcy
Content-Disposition: Form-Data; Name="Payload"

Uflnverbveu6mjaxncOwniOynsxqgsug6éntaynjgwmzgwmcxuu046mtiznexgsuxfsugémtgxotawmdawmdawmd

kzoezg
--Xbcy--
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Appendix H. 999 Submission SOAP and MIME Samples

H.1 999 SUBMISSION SOAP BATCH SAMPLE

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/soap-envelope" xmlIns:cor="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<soap:Header>
<wsse:Security soap:mustUnderstand="true" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-
1.0.xsd">
<wsse:UsernameToken>
<wsse:Username>ravindar-reddy</wsse:Username>
<wsse:Password>valid321</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<cor.COREEnvelopeBatchResultsAckSubmission>
<PayloadType>X12_999_SubmissionRequest_005010X231Al1</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>d32d4fae-7dec-11d0-a765-00a0d91e4bb4</PayloadID>
<PayloadLength>467</PayloadLength>
<TimeStamp>2014-08-12T16:49:10Z</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverID>PayerB</Receiver|D>
<CORERuleVersion>2.2.0</CORERuleVersion>
<CheckSum>8b2f354e4485c985ba28f35aee921f68bec8e0da</CheckSum>
<Payload>cid:999BatchFile.X12</Payload>
</cor.COREEnvelopeBatchResultsAckSubmission>
</soap:Body>
</soap:Envelope>
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H.2 999 SUBMISSION MIME BATCH SAMPLE

--XbCY
Content-Disposition: form-data; name="PayloadType"

X12 999 SubmissionRequest_005010X231A1
--XbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
--XbCY
Content-Disposition: form-data; name="PayloadID"

f81d4fae-7dec-11d0-a765-00a0d91e6fab
--XbCY
Content-Disposition: form-data; name="PayloadLength"

10240
--XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20:34Z
--XbCY
Content-Disposition: form-data; name="UserName"

ravi-dev
--XbCY
Content-Disposition: form-data; name="Password"

valid321
--XbCY
Content-Disposition: form-data; name="SenderID"

HospitalA
--XbCY
Content-Disposition: form-data; name="Receiver|D"

PayerB
--XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
--XbCY
Content-Disposition: form-data; name="CheckSum"

25a4e9807f1609bf00f25f32a97d7b7ef52870b7
--XbCY
Content-Disposition: form-data; name="Payload"

****Valid RealTime ASC X12 transaction embedded here****

--XbCY
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Date
June 7, 2013

Change Summary

Change
WPDT 01

Responsible Party
CSC under the direction of NC DHHS

June 21 2013

Removed references to “real-time
submissions for D.0 transactions”
under section 4.2.3.

Changed the URL in section
4.2.1.5 from “ftp.nctracks.nc.gov”
to “ftp2.nctracks.nc.gov”

Formatted the payload
information on the section 4.2.3.
Changed the section “4.2.1.3 File
Naming Standards” to give
additional details.

CSC under the direction of NC DHHS

March 17, 2014

CAQH-CORE Phase Il

CSC under the direction of NC DHHS

September 09,
2014

CAQH-CORE Phase Il
standards draft template version

CSC under the direction of NC DHHS

November 02, 2014

CAQH-CORE Phase Il and
MovelT updates

CSC under the direction of NC DHHS

February 03, 2016

Update to Fiscal Agent name and
logo

CSRA under the direction of NC DHHS

March 20, 2017

Update EDI contact information

CSRA under the direction of NC DHHS

December 05, 2018

Updated Division of Medical
Assistance to Division of Health
Benefits

CSRA under the direction of NC DHHS
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